Regarding First Time Usage of the URL https://finnet.gov.in

1. If You are facing problem in case of accessing https://finnet.gov.in, It may be that proper
patch updates in the Client Machine’s Operating System is not there.

Please update your windows with latest updates and Service Pack. You can do the same by
visiting at http://www.update.microsoft.com.

2. Onfirst time if You get the problem That the certificate Authority is not trusted by your
client browser and it is not Recommended to go into site, you need to download onetime
the Trusted Root Certificate from the site http://nicca.nic.in as shown in the screens below :
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NOTICE: ion of ility Guideli for Digital Sig Certi (DSC) issued under
Information Technology Act. 2000
Itis to bring to the notice of all concemned that NICCA would start issuing DSC as per new certificate profile as laid down in the
i i1 upon ication from CCA. All i vendors ted to test their ion with new
(DSC) which can be from here: SHAI with 2048 SHA256 with 2048 Trust Chain

Al RAs are requested to inform the same to the end user/application developer.

As per CCA new guidelines (w.e.L 4th April 2011):
i) Certificates shall be issued with key pair size 2048 bits.
i) Up to 31st Dec 2011, certificates with hash algorithm SHA1 shall be issued with one vear validity only.
ii ) Certificates with hash algorithm SHA256 can also be issued on request from the applicant.
iv) From 1st Jan 2012, certificates shall he issued with hash algorithm SHA236 (SHA1 shall not he issued).

e

Attention SHA256 Applicant:
To get a certificate with hash algorithm SHA256, please send an email fo raa@camailnicin containing Request %, Hash algorithm-
SHA256 & Member Login ID/Ret. No. in the subject of the email.

Attention to Subscribers (Certificates issued before 4th April 2011):
For download & revocation/suspension/activation of certificates issued before 4th April 2011. Click here
=2 Login

WMember Login
Administrator Login

More.

for Digital Certi E
Digital certificate enrolment & key generation on etoken/ smart card
supports only Windows XP/2000/Vista/7.0 with browser IE6/7/8
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On clicking on Repository you see a hyperlink Certificate Chain (CCA,NICCA & NIC Sub-CA Certs.) Click
on that to display the next screen.



/2 NIC Certifying Authority - Windows Internet Explorer
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wnload Overview
The Controller of Certifying Authorities (CCA) certificate, NIC - Certifying Authority (NIC-CA]
DIGITAL certificate and the subscribers digital certificate form the Certificate Chain.
B! Boigais u
o = In order for the subscribers digital certificate to be validated (while encrypting or digitally H

signing SMIME messages, or while making hitps connections with a NIC-CA certified web
site), both the CCA and the NIC-CA certificates are mandatory.
These certificates do not come pre-installed with your browser. To download them, click
Download.
NIC - Certifying Authority Certificate details
Version 3
Serial Number 2792
Signature Algorithm sha256RSA
Issuer Details
Common Name CCAIndia 2011
Organization India PKI
Country N -
Valid Fram Friday, March 11, 2011 1:45:11 PM
Walid To Friday, March 11, 2016 12:00:00 PM
Distinguish Name
Common Name NIC CA 2011
House Identifier A-Block, CGO Complex
Street Address Lodhi Road, Mew Delhi
State Delhi
Postal Code 110003
Organization Unit Ceriifying Authority
Organization National Informatics Centre
Country IN

C6 79 64 90 CD EE AAB3 1A ED 79 87 52 EC D0 03 E6 86
Thumb Print

BC B2
NIC sub-CA for NIC 2011 Certificate details
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Here click on the Left hand side to download Certificate Chain.
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~ Dawaload Download Certificate Chain (NICCA & CCA certs)

= . Install in Internet Explarer 5.x and abave
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» Click the link [Download Gertificate Ghainl to begin the download of the file

» Save the file In the required location,

» Right click on the saved file and select Install Certificate. The Certificate Impart wizard
appears

» Click Next The Welcome window appears

» Click Next The Cerfificate Stere window appears with the “Automatically select the
cerfificate store_* option selected by default

» Click Finish. The message, ‘Do you want ta ADD the following certificate to the root store?
is displayed,

» Click Yes. You will receive the message, The import was successful”

Screenshots »»

Install in Hetscape 4.7x

» Click the link [Download Certificate Chain] to download chain inte browser
» The New Certificate Authority window appears.
» Click Next. The New Certificate Authority window appears
» Click Next. The New Certificate Authority window appears showing the details of the
cerificate
> Click Next. Awindow appears with check boxes.
» Check all and click Next The New Certificate Authority window appears
» Click Next. Atext box is displayed.
» Type a name for the certificate (E.g. - NIC CA Root - INDIA PKI).
» Click Finish
Screenshots »>

Install in Hetscape 6. and 7.x

» Click the link [Download Cerlificate Chain] to download chain into browser
» The Download Certificate window appears with check boxes.
» Check all and click OK.

Screenshots >> L

http://nicca.nic.in/cert/chain zip @ Internet | Protected Mode: On A - ®100% -
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File Download R ﬁ

Do you want to open or zave this file?

i Mame: chain.zip

Type: Compressed (zipped) Folder, 7.59KEB
From: nicca.nic.in

| open || sae || Cancel |

Always ask before opening this type of file

ham your computer. f you do not trust the source, do not open or

|@ While files from the Intemet can be useful, some files can potertially
| gave this file. What's the rsk?

Click on Save.
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File name: | [Tk

Save as type: [Cumprused (zipped) Folder

4 Hide Folders

Chose a place to store the Certificate Chain. The File is saved as chain.zip on Desktop or any folder
of your choice.
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Download complete

/¥

o Download Complete

chain.zip from nicca.nic.in

Downloaded: 7H55KB in 3 sec
Download to: C:AUsershadminDesktopchain.zip
Transfer rate: 2 53KB/Sec

[T Clase this dialog box when download completes!

L
Cpen ] [ Open Folder ] [ Close ]
1 Smart Screen Filter checked this download and did not report amy
= threats. Report an unsafe download.
h 03

After Download is complete, click on Close button.

Open Internet Explorer, click on Tools->Internet Options -> Content -> Certificates

Internet Options R ——— BRI
| General I Security I Privacy | Content | Connections I Programs I hduancedl
Content Advisor
@ Ratings help you control the Internet content that can be
viewed on this computer.
[ I§Enable. .. ] @ settings
Certificates
Use certificates for encrypted connections and identification.
| Clearssistate ||  certificates || Publishers |
AutoComplete
= AutoComplete stores previous entries [ Settings ]
= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
E| content from websites that can be
read in Internet Explorer and other
programs.
[ oK | [ cancel | Apply
R —————




On Clicking on Certificates Next Screen go to Trusted Root Certification Authorities & click on Import
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Certificates ﬁ
Intended purpose: [qﬁJI} V]
| intermediate Certification Autherities | Trusted Reot Certification Autharities | Trusted Publ * | »

Issued To Issued By Expiratio...  Friendly Mame e
=5lAddTrust External ...  AddTrustExternal CA... 30-05-2020 USERTrust ‘ = |
Fladminca-co-To1 AdminCA-CD-TO1 25-01-2016 BIT AdminCA-CD...
[S;lamerica Online Roo...  America Online Root ... 20-11-2037  America Online R...
E;;]CCA India 2007 CCA India 2007 04-07-2015 CCA India 2007
=5l Class 3 Public Prima... Class 3 Public Primary ... 02-03-2028 VeriSign Class 3 ...
[]class 3 Public Prima... Class 3 Public Primary ... 08-01-2004  VeriSign
@COMDDO Certificat... COMODOQ Certificatio... 01-01-2030 COMODO
If;;lc-::pyright ({c) 1997 ... Copyright {c) 1997 Mi... 31-12-199% Microsoft Timest...
Eg,']DigiCert High Assur... DigiCert High Assuran... 10-11-2031 DigiCert ¥
Certificate intended purposes
'|E'.'
Learn more about certificates
o
—-—

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

e This wizard helps you copy certificates, certificate trust
| ; lists, and certificate revocation lists from your disk to a
E‘;_:;.? certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwaork
connections. A certificate store is the system area where
certificates are kept.

=

To continue, dick Mext.

——

Click on Next to get to the next screen



Certificate Import Wizard —

File to Import
Specify the file you want to import.

File name:

Personal Information Exchange- PECS #12 ((PFX,.P12)
Cryptoagraphic Message Syntax Standard- PKCS #7 Certificates (LP7B)
Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

l Browse... I

Mote: Maore than one certificate can be stored in a single file in the following formats:

—= =

Click on Browse & open chain.zip from where you had saved earlier
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| Open
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Click on the file CCA India 2011.cer to download it

Certificate Import Wizard . — ﬂ

File to Import
Specify the file you want to import.

File name:
C:WsersiadminappDataiLocal WMicrosoft\WindowsTemparary Inte [ 2 LE- ,, =

Mote; More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12Z)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (. P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

Certificate Import Wizard - S o B

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate H

@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ = Back ]r Mext = i [ Cancel ]

Click on Next button



Completing the Certificate Import
Wizard

e The certificate wil be imported after you dick Finish.

- ‘You have spedfied the following settings:

Certificate Store Selected by User IV = Rl Td o= g ijjle

Content Certificate
File Mame C:\Users\admin\AppD)

L I 2

e

Click on Finish to proceed with Import.

Certificate Import Wizard S ﬂ

Security Warning M

You are about to install a certificate from a certification authority (CA)
claiming to represent:

CCA India 2011

Windows cannot validate that the certificate is actually from "CCA India
2011". ¥ou should confirm its origin by contacting "CCA India 2011".
The following number will assist you in this process:

Thumbprint (shal): BED525D1 ACEZATFC 6A660BAT ABISE1ED
SEEDDS64

Warning:

If wou install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

On clicking Yes, You get the message
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Certificate Import Wizard

| The import was successful,

On Clicking OK you will see that CCA India 2011 has been loaded to the Certificate store.

Certificates - ﬁ
Intended purpose; <All= v]
| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ + | *

Izsued To Issued By Expiratio...  Friendly Mame S
[5laddTrust External ... AddTrust External CA...  30-05-2020 USERTrust ‘ E I
5l adminca-Co-To1 AdminCA-CD-T01 25-01-2016 EIT AdminCA-CD...
[=;]America Online Roo... America Online Root ... 20-11-2037  America Online R...
EE]CCA India 2007 CCA India 2007 04-07-2015 (CCA India 2007
[Slcca India 2011 CCA India 2011 11-03-2016  <Mone:
[5]Class 3 Public Prima... Class 3 Public Primary ... 02-08-2028  VeriSign Class 3 ...
[5;]Class 3 Public Prima... Class 3 Public Primary ... 08-01-2004  VeriSign
L}J COMODO Certificat... COMODO Certificatio...  01-01-2030 COMODO
ié,]c:::pyright {c) 1997 ... Copyright (c) 1997 Mi... 31-12-1999 Microsoft Timest... ~
Certificate intended purposes
View
Learn more about certificates
-

Close the Browser and open again & click on https://finnet.gov.in This time onwards you will not get
the prompt on Untrusted CA.

Note : It is very Important to complete this procedure so that a Secure environment is created
from Your Client to the server for any exchange of Information on the Finnet gateway. Thanx.



