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1 Background

The Prevention of Money laundering Act, 2002 (PMLA) and the Rules there under requires every reporting entity
(banking company, financial institution and intermediaries) to furnish prescribed reports to FIU-IND.

1.1 About FIU-IND

The Government of India has set up Financial Intelligence Unit — India (hereinafter called “FIU-IND”) to coordinate
and strengthen collection and sharing of financial intelligence through an effective national, regional and global
network to combat money laundering and related crimes. FIU-IND is the national agency responsible for receiving,
processing, analyzing financial transactions and disseminating information related to suspect transactions to
various national intelligence/enforcement agencies.

1.2 Earlier reporting formats

Since 2006, the regulators and FIU-IND had worked together to prescribe electronic reporting formats for various
sectors as under:

Document Version | Prescribed by

CTR, STR formats for Banking Companies 1.0 RBI on 15.02.2006

CTR, STR formats for Intermediaries 1.0 SEBI on 20.03.2006

CTR, STR formats for Insurance companies 1.0 IRDA on 31.03.2006

CTR, STR formats for Casinos 1.0 Goa Government on 24.12.2009
CCR format 1.0 RBI on 22.05.2008

CTR, STR formats for Authorised Persons 1.0 RBI on 27.11.2009

CTR, STR formats for Payment System Operators 1.0 RBI on 22.12.2009

1.3 Project FINnet

Financial Intelligence Unit — India (FIU-IND) initiated project FINnet (Financial Intelligence Network) in 2007 with the
objective to “Adopt industry best practices and appropriate technology to collect, analyze and disseminate valuable
financial information for combating money laundering and related crimes”. Key objectives of Project FINnet are to
build efficient system for collection of data; reduce the lead time in processing the data; build capacity to effectively
analyze large number of reports and produce quality intelligence.

1.4 Need for modifications in reporting format

With the implementation of Project FINnet (Financial Intelligence Network) by FIU-IND in 2010, the earlier fixed
width multiple data files reporting format is replaced by a new single XML file format. The earlier specified reporting
formats are being modified to:

e Move to XML based format which has become the default for most reporting systems

e Consolidate reporting formats to reduce number of formats

e Support effective report management

e Support effective data quality validation and feedback

e Resolve reporting format related issues raised by various reporting entities

Financial Intelligence Unit — India (FIU-IND) 1
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2 About this Document

The reporting format guide provides reporting entities with the specifications of prescribed reports required to be
submitted to the Financial Intelligence Unit — India (FIU-IND). This document presents details of the XML schema
and provides implementation guidance to the reporting entities in preparation and submission of reports.

Section 3 provides an overview of the reports prescribed under PMLA and reporting formats to be used by the
reporting entities for submission of reports to FIU-IND. Section 4 gives an overview of XML format and fixed width
text file format specifications. The detailed reporting format specifications are given in the Annexure.

Section 5 contains information related to preparation of prescribed reports by the reporting entities and the Report
Generation Utility, Report Validation Utility and Editable pdf based Utility developed by FIU-IND. Section 6 provides
information related to submission of reports to FIU-IND and gives an overview of the FINnet Gateway Portal which
has been developed as a comprehensive interface for the reporting entities.

Section 7 explains the data quality validation approach adopted by FIU-IND covering the XML Schema validation,
rule based validation, types of errors and Data Quality Report. Section 8 contains information about modification of
earlier submitted report. Issues related to submission of additional information or documents related to a previously
submitted report are covered in section 9.

Section 10 lists out other document and files containing additional information related to submission of report.
Annexure to this guide contain detailed reporting format specifications.

2.1 Version Information

The current version of Reporting Format Guide is 2.1

2.1.1 Changes in this version

In this version, the changes with respect to process of securing XML file using digital signature and submission of
reports through FINnet Gateway portal are incorporated.

In version 2.0, the reporting formats were changed from the fixed width multiple data file format to a new single
XML file format. XML is versatile and has a powerful syntax to represent data in a sufficiently neutral way for all
applications to handle. A few data elements were added, along with marginal modifications to the existing data
elements from the existing reporting format version 1.0.

2.1.2 Document version naming convention

The version of the document is specified as X.Y and version changes are defined as under:

Version Element Change denoted Remarks

The reporting format version 2.0 indicates that the

X Change in reporting format reporting format has changed from the earlier version 1.0

Change in instructions for filling | The changes in instructions in how to fill the report are

Y the report communicated in version 2.1 and so on

Financial Intelligence Unit — India (FIU-IND) 2




’{:D FINnet Reporting Format Guide Version 2.1

3 Reporting formats

This section describes the types of reports under PMLA and provides an overview of reporting formats to be used
by the reporting entities for submission of reports to FIU-IND.
3.1 Reports prescribed under PMLA
The Prevention of Money laundering Act, 2002 and the Rules there under requires every reporting entity (banking
company, financial institution and intermediaries) to furnish the following reports:

e Cash Transaction reports (CTRS)

e Suspicious Transaction Reports (STRS)

e Counterfeit Currency Reports (CCRS)

e Non Profit Organisation Transaction reports (NTRS)

3.2 Types of reporting formats

The reporting formats specified in this reporting format guide are:
e Account based reporting format (ARF) for reporting of account based CTRs, STRs and NTRs
e Transactions based reporting format (TRF) for reporting of transaction based CTRs, STRs and NTRs
e CCR reporting format (CRF) for reporting of counterfeit currency reports (CCRs)

These reporting formats will replace all the earlier prescribed reporting formats.

3.3 Mapping of report type to reporting format

The applicable reporting format will depend on the type of transactions that are being reported. The mapping of
prescribed reports to the reporting formats is as under:

Report Type Applicable Reporting Format

e Cash transaction Report (CTR) e Account based reporting format (ARF) for Account based

e Suspicious transaction Report (STR) transactions

e Non Profit Organisation Transaction | ® Transaction based reporting format (TRF) for other Transactions
Report (NTR) (Transactions without account based relationship with the

customer. E.g. money transfer service, money exchange )

e Counterfeit Currency Report (CCR) e CCR reporting format (CRF)

3.4 Frequently Asked Questions (FAQSs)
3.4.1 What was the need to modify reporting format?
With the implementation of Project FINnet (Financial Intelligence Network) by FIU-IND in 2010, the earlier fixed
width multiple data files reporting format is replaced by a new single XML file format. The earlier specified reporting
formats are being modified to:

e Move to XML based format which has become the default for most reporting systems

e Consolidate reporting formats to reduce number of formats

e Support effective report management
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e Support effective data quality validation and feedback

e Resolve reporting format related issues raised by various reporting entities

3.4.2 What are the reports prescribed under PMLA?
The Prevention of Money laundering Act, 2002 and the Rules there under requires every reporting entity (banking
company, financial institution and intermediaries) to furnish the following reports:

e Cash Transaction reports (CTRS)

e Suspicious Transaction Reports (STRS)

e Counterfeit Currency Reports (CCRS)

e Non Profit Organisation Transaction reports (NTRS)

3.4.3 What are the types of reporting formats?
The reporting formats specified in the reporting format guide are:
e Account based reporting format (ARF) for reporting of account based CTRs, STRs and NTRs
e Transactions based reporting format (TRF) for reporting of transaction based CTRs, STRs and NTRs

e CCR reporting format (CRF) for reporting of counterfeit currency reports (CCRS)

3.4.4 What are the changes in reporting formats from version 1.0 to 2.0?

In this version, the reporting formats have changed from the fixed width multiple data file format to a new single
XML file format. XML is versatile and has a powerful syntax to represent data in a sufficiently neutral way for all
applications to handle. A few data elements have been added, along with marginal modifications to the existing
data elements from the existing reporting format version 1.0.

3.4.5 Which reporting format should be used for submitting CTR, STR and NTR?

If the reporting entity has account-based relationship, they should use account based reporting format (ARF) for
submitting CTR, STR and NTR. Transaction based reporting format (TRF) can be used for transactions without
account based relationship with the customer. E.g. money transfer service, money exchange.

3.4.6  Which reporting format should be used for submitting CCR?

Counterfeit currency reporting format (CRF) should be used for submitting CCR.

3.4.7 Whether both CTR and STR have a common format?

Yes. CTR and STR have a common format and certain elements related to suspicion are not required to be
reported in CTR. Refer section 4.3 of Reporting Format Guide for details.

3.4.8 Whether CTR and STR can be submitted in the same batch?

No. One batch can contain only one prescribed type of report.
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4 Reporting format specifications

This section and the annexure describe the detailed format specifications of the prescribed reports required to be
submitted to FIU-IND. The reporting format specifications are prescribed as XML format specifications and manual
reporting formats. In addition, fixed width text file format specifications specified earlier are also revised as version
2.0 to assist reporting entities in migration to the XML format specifications.

4.1 XML format specifications

The XML format specifications are the prescribed specifications to be used by the reporting entities for submission
of reports to FIU-IND. The XML schema is published as a separate file with .XSD extension. The details of XML
format specification is given in Annexure to this document. The base version of the XML format specifications is 2.0
to ensure consistency with fixed width text file format specifications. FIU-IND has developed a Report Generation
Utility which can be used by reporting entities to generate XML report files from captured data or text files.

4.1.1 Overview of XML

XML stands for eXtensible Markup Language. XML is designed to transport and store data. Important features
about XML are:

e XML documents must contain a root element. The root element is "the parent” of all other elements.

e The elements in an XML document form a document tree. The tree starts at the root and branches to the
lowest level of the tree.

e Elements are used to classify data in an XML document so that the data becomes "self-explanatory".
Opening and closing tags represent the start and end of an element.

e The element in XML can be simple or complex. A complex element is an XML element that contains other
elements and/or attributes).

e An XML Schema describes the structure of an XML document. The XML Schema language is referred to
as XML Schema Definition (XSD).

e XML with correct syntax is "Well Formed" XML. XML validated against an XML Schema is "Valid" XML.

4.1.2 Overview of XML Schema Definition Files

The XML format specifications are specified in XML Schema Definition (XSD) files and explained in Annexure as
under:

S. No. | Reporting Format Name of XSD file Annexure
1 Account based reporting format AccountBasedReport.xsd Annexure A.1
2 Transaction based reporting format TransactionBasedReport.xsd Annexure B.1
3 CCR based reporting format CCRBasedReport.xsd Annexure C.1

In addition to the above XSD files, the common elements have been consolidated in FIU-INDSchemalLibrary.xsd.
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The XML Schema Definition (XSD) files define the structure of XML file containing data of a batch of reports. Each
batch contains reports of the same type. All the reporting formats (i.e. Account based reporting format, Transaction
based reporting format and Counterfeit Currency based reporting format) have similar structure consisting of batch
level and report level information.

Figure: Overview of a Batch of Reports

EI-'-‘.epu:-rtT:,-.me

—FReportFormatType |

BatchHeader

—E}H——' ReportingEntity

—| PrincipalOfficer

BatchDetails

Report

constraints

1

4.1.3 Schema Documentation

The following images have been used in the schema documentation.

Image Description
E Mandatory single element
"= Optional single element
e " Multiple single element
0.a
- Mandatory complex element (i.e. at least one child element)
S Optional complex element
Mandatory multiple complex element
1.0
—E:El— Sequence compositor (defines the order in which child elements occur)
= Choice compositor

4.2 Fixed width text files format specifications

The fixed width text file format specifications represent the required intermediate data set to generate XML reports.
The existing fixed width text file format specification (version 1.0) has been upgraded to version 2.0 to ensure
compatibility with the XML format specifications. The reporting entities are required to submit reports to FIU-IND
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which is compliant with the XML format specifications and the fixed width text file format specifications have been
described to assist the extraction of data from the information system of reporting entities before preparation of
XML reports. Reporting entities are encouraged to shift to the fixed width data structure version 2.0 before

generati

ng XML reports at their end. Reporting entities which have necessary technical capabilities may like to shift

to generation of XML reports directly.

The fixed width text file format specifications are given in following Annexure
S. No. | Type of text files Annexure
1 Account based text files Annexure A.2
2 Transaction based text files Annexure B.2
3 Counterfeit currency based text files Annexure C.2

All data files should comply with following requirements:

i)  All Data Files should be generated in ASCII Format with ".txt" as filename extension.

ii)  All CHAR fields must be left justified.

iii) If CHAR field has no data or less data with respect to defined length, then the entire field (in case of no
data) or the remaining field (in case of less data) has to be filled with right justified blank characters
(Spaces).

iv)  All NUM fields must be right justified.

V) If NUM field has no data or less data with respect to defined length, then the entire field (in case of no data)
or the remaining field (in case of less data) has to be filled with left justified zeroes.

Vi) If DATE field has no data then the entire field has to be filled with blank characters (Spaces).

vii) Fields with an asterisk (*) have to be compulsorily filled up.

viii) For fields that do not have an asterisk (*), reasonable efforts have to be made to get the information. Enter
“NA” to indicate that the field is not applicable. Do not substitute any other abbreviations or special
characters (e.g., “x”, “-” or “*”).

4.2.1 ARF (Account based) text files

The version 2.0 of the data structure comprises of the following seven data files:

S. No. | Filename Description
1 ARFBAT.txt Batch File
2 ARFRPT.txt Report File
3 ARFBRC.txt Branch File
4 ARFACC.txt Account File
5 ARFTRN.txt Transaction File
6 ARFINP.txt Individual Person File
7 ARFLPE.txt Legal Person/Entity File

The description of the data files is given in Annexure A.2.

4211

Steps in preparation of ARF (account based) text files

The steps in preparation of data files are:
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Vi)

vii)

422

The records containing details of suspicious transactions to be reported are extracted in Transaction Data
File (ARFTRN.txt).

The records containing details of accounts with the suspicious transactions are extracted in Accounts Data
File (ARFACC.txt).

If the account is for Individuals, the records containing details of Individuals who are account holders are
extracted in Individual Data File (ARFINP.txt). The Relation Flag should be set to “A”.

If the account is for a Legal Person/Entity, the records containing details of Legal Persons/Entities who are
account holders are extracted in Legal Persons/Entities Data File (ARFLPE.txt). The Relation Flag should
be set to “A”.

Similarly for other Individuals/Legal entities related to the account in different capacities, the records
containing the details are appended to Individual data file (ARFINP.txt) or Legal persons/Entities data file
(ARFLPE.txt) as the case may be. The relation flag may be set as per section 11.1.14.1.

The records containing details of branches which have reported suspicious transactions are extracted in
Branch Data File (ARFBRC.txt).

The grounds of suspicion and report level details are entered in Report file. (ARFRPT.ixt).

TRF (transaction based) text files

The version 2.0 of the data structure comprises of the following seven data files:

S. No. | Filename Description
1 TRFBAT.txt Batch File
2 TRFRPT.txt Report File
3 TRFBRC.txt Branch File
4 TRFTRN.txt Transaction File
5 TRFPIN.txt Payment Instrument File
6 TRFINP.txt Individual Person File
7 TRFLPE.txt Legal Person/Entity File

The description of the data files is given in Annexure B.2.

4.2.2.1 Steps in preparation of TRF (transaction based) text files

The steps in preparation of data files are:

i)

The records containing details of suspicious/cash transactions have to be extracted in Transaction Data
File (TRFTRN.txt). If one or more related individuals/entities have undertaken multiple transactions, all such
transactions should be included in one STR.

The records containing details of branches/locations related to the transactions have to be extracted in
Branch Data File (TRFBRC.txt). The relation flag has to be set accordingly. If multiple branches/locations
are related to the suspicious transactions, details of such all such branches/locations should be included in
the STR.

If other Institutions are related to the transactions (Payment Instrument Institution, Account Institution and
Related Institution) and their information is available with the reporting entity, their details have to be
extracted in Branch Data File (TRFBRC.txt). The relation flag has to be set accordingly.

If details of payment instrument(s)/card(s) related to the transactions are available, their details have to be
extracted in Payment Instrument File (TRFPIN.txt).
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v) If details of individual(s) related to the transactions are available, the records containing details of
individuals have to be extracted in Individual Data File (TRFINP.txt). The relation flag has to be set
accordingly

Vi) If details of Legal Person/Entity(s) related to the transactions are available, the records containing details of
Legal Person/Entity have to be extracted in Legal Person/Entity Data File (TRFLPE.txt). The relation flag
has to be set accordingly.

vii) If the details of Legal Person/Entity have been extracted to Legal Person/Entity File (TRFLPE.txt), the
records containing details of Authorised Signatories or Directors/Partner/Members etc. of Legal
Persons/Entities may be appended to Individual Data File (TRFINP.txt).

viii)  The grounds of suspicion and report level details have to be captured in the Report file (TRFRPT.txt).

4.2.3 CRF (counterfeit currency based) text files

The version 2.0 of the data structure comprises of the following four data files:

S. No. | Filename Description
1 CRFBAT.txt Batch File
2 CRFRPT.txt Report File
3 CRFBRC.txt Branch File
4 CRFTRN.txt Transaction File

The description of the data files is given in Annexure C.2.
4.2.3.1 Steps in preparation of CRF (counterfeit currency based) text files

The steps in preparation of data files are:
i)  The details of counterfeit currency should be captured in the Report File (CRFRPT.txt).

ii)  The details of branches should be captured in the Branch File (CRFBRC.txt).
iii)  The Batch level details and summary should be captured in the Batch file. (CRFBAT.txt)
iv)  The serial numbers of the counterfeit currency may be captured in the Transaction File (CRFTRN.txt)

4.3 Manual reporting formats

Manual Reporting Formats have been specified as editable PDF forms which can be used by reporting entities to
print the report and submit as a paper based report. The Editable pdf form based utility enables users to enter or
import data, validate for errors and generate XML reports for submission through the secure FINnet Gateway
Portal. Alternately, Reporting Entities can print the report in OCR compatible format and post the paper based
report to FIU-IND. The reporting entity must submit all reports to FIU-IND in XML format specifications if it has the
technical capability to do so. The data of submitted reports can be saved in the editable PDF document. The
various types of manual reporting formats are

i)  Cash Transaction Report (Account Based)
i) Cash Transaction Report (Transaction Based)
iii) Suspicious Transaction Report (Account Based)
iv)  Suspicious Transaction Report (Transaction Based)
v)  Counterfeit Currency Report

The format for Cash Transaction Report can be used for preparing NPO transaction report.
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4.4 Frequently Asked Questions (FAQSs)
4.4.1 Whatis XML?

XML stands for eXtensible Markup Language. XML is designed to transport and store data. Important features of
XML are given in section 4.1.

4.4.2 What is XSD?

The XML Schema Definition (XSD) files define the structure of XML file containing data of a batch of reports. Each
batch contains reports of the same type. All the reporting formats (i.e. Account based reporting format, Transaction
based reporting format and Counterfeit Currency based reporting format) have similar structure consisting of batch
level and report level information.

4.4.3 What is fixed width text files version 2.0?

The fixed width text file format specifications represent the required intermediate data set to generate XML reports.
The reporting entities are required to submit reports to FIU-IND which is compliant with the XML format
specifications. The fixed width text file format specifications have been described to assist the extraction of data
from the information system of reporting entities before preparation of XML reports. The existing fixed width text file
format specification (version 1.0) has been upgraded to version 2.0 to ensure compatibility with the XML format
specifications. Reporting entities are encouraged to shift to the fixed width data structure version 2.0 before
generating XML reports at their end. Reporting entities which have necessary technical capabilities may like to shift
to generation of XML reports directly.

4.4.4 What are the common requirements of fixed width text files version 2.0?

All data files should comply with certain requirements to ensure that the reports can be processed without data
errors. Refer section 4.2 of Reporting Format Guide for details.

4.45 How many data files are required in ARF (Account based) text files?

The version 2.0 of the data structure comprises of seven data files. Refer section 4.2.1 of Reporting Format Guide
for details.

4.4.6 How many data files are required in TRF (Transaction based) text files?

The version 2.0 of the data structure comprises of seven data files. Refer section 4.2.2 of Reporting Format Guide
for details.

4.4.7 How many data files are required in CRF (counterfeit currency based) text files?

The version 2.0 of the data structure comprises of four data files. Refer section 4.2.3 of Reporting Format Guide for
details.

4.4.8 What are the steps in preparation of text files?
Refer section 4.2.1, 4.2.2 and 4.2.3 of Reporting Format Guide for ARF, TRF and CRF respectively.
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5 Preparation of reports

This section contains information related to preparation of prescribed reports by the reporting entities. This section
also gives an overview of the Report Generation Utility, Report Validation Utility and Editable pdf based Utility
developed by FIU-IND to assist reporting entities in the preparation of the prescribed reports.

The reporting entities are required to submit reports to FIU-IND which is compliant with the XML format
specifications. Reporting entities which have necessary technical capabilities may generate XML reports directly
from their systems. The reporting format guide also specifies text file format specifications to assist in the extraction
of data from the information system of reporting entities before preparation of XML reports. Reporting entities are
encouraged to shift to the fixed width data structure version 2.0 before generating XML reports at their end. FIU-
IND has developed a Report Generation Utility to assist the reporting entities in generation of XML reports.

5.1 Report Generation Utility

The Report Generation Utility enables user to generate XML report from various data sources. The broad features
of the Report Generation Utility are:

e Capture data in XML tree structure and Grid structure (version 2.0)

e Import data from previously saved XML file or Grid data

e Perform key and structural validations before generation of XML

e Generate XML report from loaded data or direct conversion of fixed width text files (version 1.0 and 2.0)
e Configure the settings and preferences of the utility

The user guide for RGU provides detailed documentation on using the utility. The Report Generation Utility
performs key and structural validation checks on the data files before generation of XML files. The validation
checks performed on the version 1.0 data files is given in respective reporting formats and section 5.1.4. The
prerequisite rules for generation of XML reports from the respective version 2.0 text files are given in following
sections.

5.1.1 Generation of XML reports from ARF (account based) text files (v 2.0)

The rules for checking the data files and the conversion rules for generation of XML reports are given in following
sections.

5.1.1.1 Prerequisites for generation of XML from ARF text files

The rules for checking ARF (account based) data files (version 2.0) are:

i)  There should be seven data files with appropriate nhaming convention.

ii)  The data files should be as per specified data structure and business rules.
iii) None of the mandatory fields should be left blank.
iv)  All dates should be entered in YYYY-MM-DD format.

5.1.1.2 Key validation rules for ARF text files

The rules for primary and foreign key validations of ARF (account based based) data files (version 2.0) are:

i)  [ReportSerialNum] should be unique in Report file (ARFRPT.txt)
i)  [BranchRefNum] should be unique in Branch Data File (ARFBRC.txt)
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iii)  [ReportSerialNum + BranchRefNum + AccountNumber] should be unique in Account Data File
(ARFACC.txt).

iv)  All values of [ReportSerialNum] in ARFTRN.txt, ARFACC.txt, ARFINP.txt and ARFLPE.txt should
have matching value in the Report file (ARFRPT.txt).

v)  All values of [BranchRefNum] in Account Data File (ARFACC.ixt) should have a matching
[BranchRefNum] value in Branch Data File (ARFBRC.txt)

vi)  All values of [ReportSerialNum + BranchRefNum + AccountNumber] in Transaction Data File
(ARFTRN.txt) should have matching [ReportSerialNum + BranchRefNum + AccountNumber]
value in Account Data File (ARFACC.txt)

vii)  All values of [ReportSerialNum + BranchRefNum + AccountNumber] in Individual Data File
(ARFINP.txt) should have matching [ReportSerialNum + BranchRefNum + AccountNumber] value
in Account Data File (ARFACC.txt)

viii)  All values of [ReportSerialNum + BranchRefNum + AccountNumber] in Legal Person/Entity Data
File (ARFLPE.txt) should have matching [ReportSerialNum + BranchRefNum + AccountNumber]
value in Account Data File (ARFACC.txt)

5.1.1.3 XML Generation Rules for ARF text files
The conversion rules for generation of XML reports from ARF (account based) text files are as under:

i)  The information in the single record in the Batch file (ARFBAT.txt) is populated in the elements
ReportType, ReportingEntity, PrincipalOfficer, and BatchDetails of the XML report batch.

ii)  The information about the data structure version from the Batch file (ARFBAT.txt) is populated in
the element DataStructureVersion under the ‘BatchHeader element.

iii)  The utility automatically populates the elements GenerationUtilityVersion and DataSource from the
Batch file (ARFBAT.txt). These elements may not be filled by the reporting entity directly generating
the XML reports.

iv) Each record in the Report file (ARFRPT.txt) is used to create a Report element in the XML report
batch.

v)  Within each Report the various data elements are generated as under-

e The information from the relevant record in the Report file is populated in the elements
ReportSerialNum, OriginalReportSerialNum and MainPersonName.

e |n case of STR, the details of suspicion from Report file (ARFRPT.txt) with matching
ReportSerialNum are populated in the SuspicionDetails element.

e Each record in the Account file (ARFACC.txt) with matching ReportSerialNum will create a
new Account element within the Report.

e Within each Account, the various data elements are generated as under:

o The details of the account from the Account file (ARFACC.txt) with matching
ReportSerialNum are populated in the element AccountDetails.

o The details of the branch linked to the account from the Branch file (ARFBRC.txt)
with matching BranchRefNum are populated in the element Branch.

o The details of the individuals related to the account from the Individual File
(ARFINP.txt) ~ with  matching  ReportSerialNum,  BranchRefNum  and
AccountNumber are populated in the element PersonDetails.

o The details of the legal persons/entities related to the account from the Legal
Persons / Entities File (ARFLPE.txt) with matching ReportSerialNum,
BranchRefNum and AccountNumber are populated in the element PersonDetails.
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o The details of the transaction in the account from the Transaction File
(ARFTRN.txt)  with  matching  ReportSerialNum,  BranchRefNum  and
AccountNumber are populated in the element Transaction.
Vi) In case of generation of XML file from fixed width data files version 1.0, if enumerations are not
categorised, the utility populates the value X /XX... in the respective element.

5.1.2 Generation of XML reports from TRF (transaction based) text files (v 2.0)

The rules for checking the data files and the conversion rules for generation of XML reports are given in following
section.

5.1.2.1 Prerequisites for generation of XML from TRF text files

The rules for checking TRF (transaction based) data files (version 2.0) are:

i)  There should be seven data files with appropriate naming convention.

ii)  The data files should be as per specified data structure and business rules.
iii) None of the mandatory fields should be left blank.
iv)  All dates should be in YYYY-MM-DD format.

5.1.2.2 Key validation rules for TRF text files

The rules for primary and foreign key validations of TRF (transaction based) data files (version 2.0) are:

i)  [ReportSerialNum] should be unique in Report File (TRFRPT.txt).
i) [InstitutionRefNum] should be unique in Branch Data File (TRFBRC.txt).
iii)  All values of [ReportSerialNum] in TRFTRN.txt, TRFPIN.txt, TRFINP.txt and TRFLPE.txt should
have matching value in TRFRPT.txt.
i)  All values of [TransactionInstitutionReferenceNum] in Transaction file should have a matching
value in the Branch File (TRFBRC.txt).
i) All values of ([IssuelnstitutionRefNumber] + [InstrumentRefNumber]) in TRFPIN.txt should have
matching value in relevant fields in TRFTRN.txt.

5.1.2.3 XML Generation Rules for TRF text files
The conversion rules for generation of XML reports from TRF (transaction based) text files are as under:

i)  The information in the single record in the Batch file (TRFBAT.txt) is populated in the elements
ReportType, ReportingEntity, PrincipalOfficer, and BatchDetails of the XML report batch.

ii)  The information about the data structure version from the Batch file (TRFBAT.txt) is populated in
the element DataStructureVersion under the BatchHeader element.

iii)  The utility automatically populates the elements GenerationUtilityVersion and DataSource from the
Batch file (TRFBAT.txt). These elements may not be filled by the reporting entity directly generating
the XML reports.

iv) Each record in the Report file (TRFRPT.txt) is used to create a Report element in the XML report
batch.

v)  Within each Report the various data elements are generated as under-

e The information from the relevant record in the Report file (TRFRPT.txt) is populated in the
elements ReportSerialNum, OriginalReportSerialNum and MainPersonName.

e In case of STR, the details of suspicion from Report file (TRFRPT.txt) with matching
ReportSerialNum are populated in the SuspicionDetails element.
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Vi)

e Each record in the Transaction file (TRFTRN.ixt) with matching ReportSerialNum will
create a new Transaction element within the Report.

e The details about the institutions related to the transaction from the Branch file
(TRFBRC.txt) with matching InstitutionRefNum are populated in the element Branch.

e The details about the payment instruments related to the transaction from the Payment
Instruments file (TRFPIN.txt) with matching ReportSerialNum and InstrumentRefNum are
populated in the element Paymentinstrument.

e The details about the individuals related to the transaction from the Individual Persons file
(TRFINP.txt) with matching ReportSerialNum are populated in the elements
RelatedPersons and Individual.

e The details about the legal persons/entities related to the transaction from the Legal
Persons/Entities file (TRFLPE.txt) with matching ReportSerialNum are populated in the
elements RelatedPersons and LegalPerson.

In case of generation of XML file from fixed width data files version 1.0, if enumerations are not

categorised, the utility populates the value X /XX... in the respective element.

5.1.3 Generation of XML reports from CRF (counterfeit currency based) text files (v 2.0)

The rules for checking the data files and the conversion rules for generation of XML reports are given in following

sections.

5.1.3.1 Prerequisites for generation of XML from CRF text files

The rules for checking CRF (counterfeit currency based) data files (version 2.0) are:

i)
i)
ii)

iv)

There should be four data files with appropriate naming convention.
The data files should be as per specified data structure and business rules.

None of the mandatory fields should be left blank.
All dates should be entered in YYYY-MM-DD format.

5.1.3.2 Key validation rules for CRF text files

The rules for primary and foreign key validations of CRF (counterfeit currency based) data files (version 2.0) are:

i)
i)
ii)

iv)

[ReportSerialNum] should be unique in Report Data File (CRFRPT.txt).

[BranchRefNum] should be unique in Branch Data File (CRFBRC.txt).

All values of [BranchRefNum] in Report Data File (CRFRPT.txt) should have matching
[BranchRefNum] value in Branch Data File (CRFBRC.txt).

All values of [ReportSerialNum] in Transaction File (CRFTRN.txt) should have matching
[ReportSerialNum] value in Report Data File (CRFRPT.txt).

5.1.3.3 XML Generation Rules for CRF (counterfeit currency based) text files

The conversion rules for generation of XML reports from CRF (counterfeit currency based) text files are as under:

i)
i)

The information in the single record in the Batch file (CRFBAT.txt) is populated in the elements
ReportType, ReportingEntity, PrincipalOfficer, and BatchDetails of the XML report batch.

The information about the data structure version from the Batch file (CRFBAT.txt) is populated in
the element DataStructureVersion under the BatchHeader element.
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iii)  The utility automatically populates the elements GenerationUtilityVersion and DataSource from the
Batch file (CRFBAT.txt). These elements may not be filled by the reporting entity directly
generating the XML reports.

iv) Each record in the Report file (CRFRPT.txt) is used to create a report element in the XML report
batch.

v)  Within each report the various data elements are generated as under-

e The information from the relevant record in the Report file (CRFRPT.txt) is populated in the
elements ReportSerialNum and OriginalReportSerialNum.

e The details about the branch related to the incident from the Branch file (CRFBRC.txt) with
matching BranchRefNum are populated in the element Branch.

e The details about the counterfeit currency related to the incident from the Report File
(CRFRPT.txt) are populated in the element ReportSummary.

e The details about the fake notes from the Note Details file (CRFTRN.txt) with matching
ReportSerialNum are populated in the TransactionDetails element.

Vi) In case of generation of XML file from fixed width data files version 1.0, if enumerations are not
categorised, the utility populates the value X /XX... in the respective element.

5.1.4 Generation of XML reports from text files (v 1.0)

The rules for checking the data files and the conversion rules for generation of XML reports from different variants
of text files (v 1.0) are given in following section. Violation of these rules will lead to failure in generation of XML
files.

5.1.4.1 Key validation rules for text files (v 1.0) for banks, insurance and intermediaries

The rules for primary and foreign key validations of CTR/STR text files (version 1.0) for banks, insurance and
intermediaries are:

i) [Branch Reference Number] should be unique in Branch Data File (BRC)

i) [Branch Reference Number + Account Number] should be unique in Account (ACC) Data File

iii)  All values of [Branch Reference Number] in Account (ACC) Data File should have a matching
[Branch Reference Number] value in Branch (BRC) Data File

iv)  All values of [Branch Reference Number + Account Number] in Transaction (TRN) Data File should
have matching [Branch Reference Number + Account Number] value in Account (ACC) Data File

v)  All values of [Branch Reference Number + Account Number] in Individual (INP) Data File should
have matching [Branch Reference Number + Account Number] value in Account (ACC) Data File

vi)  All values of [Branch Reference Number + Account Number] in Legal Person/Entity (LPE) Data File
should have matching [Branch Reference Number + Account Number] value in Account (ACC)
Data File

5.1.4.2 Key validation rules for text files (v 1.0) for authorised persons and payment systemoperators

The rules for primary and foreign key validations of CTR/STR text files (version 1.0) for authorised persons and
payment system operators are:

i) [CTR/ISTR Reference Number] should be unigue in Control File

i) For each [CTR/STR Reference Number], the [Institution Reference Number] should be unique in
Branch Data File

iii)  All values of [CTR/ISTR Reference Number] in Transaction (TRN) Data File should have matching
value in Control (CTL) File
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iv)  All values of [CTR/STR Reference Number] in Branch (BRC) Data File should have matching
value in Control (CTL) File

v)  All values of [CTR/STR Reference Number] in Payment Instrument (PIN) Data File should have
matching value in Control (CTL) File

vi)  All values of [CTR/STR Reference Number] in Individual (INP) Data File should have matching
value in Control (CTL) File

vii)  All values of [CTR/STR Reference Number] in Legal Person/Entity Data (LPE) File should have
matching value in Control (CTL) File

5.1.4.3 Key validation rules for CCR text files (v 1.0)

The rules for primary and foreign key validations of CCR text files (version 1.0) are:

i) [Branch Reference Number] should be unique in Branch (BRC) Data File.
i)  All values of [Branch Reference Number] in Transaction (TRN) Data File should have matching
[Branch Reference Number] value in Branch (BRC) Data File
5.2 Report Validation Utility

The Report Validation Utility enables user to validate an XML report and prepares it for submission to FIU-IND. The
broad features of the utility are:

e Perform schema validation (XSV) of XML file against the published schema (prescribed in XSD file)
e Perform preliminary rule validation (PRV) of XML file using rules (prescribed in the SCH file)

e View Data Quality Report (in XML format) generated by this utility or sent by FIU-IND

e Show the underlying data elements causing error if the original report is also linked to the utility

e Generate a draft revised report which is required to be resubmitted after correction.

e Generate a hash XML for the validated XML report

e Digitally sign the hash XML using the PFX or USB token option

e Configure the settings and preferences of the utility
The user guide provides detailed documentation on using the utility.

5.3 Editable pdf based Utility

The PDF based utility can be used by Reporting Entities to enter data of single reports. Detailed instructions have
been provided in the pdf form to assist the users in filling the form and generate XML reports. The broad features of
the utility are:

e Allow users to enter data in the pdf form

e Generate XML reports from captured data for submission through the secure FINnet Gateway Portal
e Allow import of data from saved XML file

e Allow printing of the report

e Allow saving of report data in the pdf form

The various types of Editable pdf based forms are given in section 4.3 of this document. The reporting entity must
submit all reports to FIU-IND in XML form if it has the technical capability to do so.
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5.4 Frequently Asked Questions (FAQS)
5.4.1 What is Report Generation Utility?

The Report Generation Utility enables user to generate XML report from various data sources. Refer section 5.1 of
Reporting Format Guide for details. Refer the Report Generation Utility User Guide for further details on using the
utility.

5.4.2 What is Report Validation Utility?

The Report Validation Utility enables user to validate an XML report and prepares it for submission to FIU-IND.
Refer section 5.2 of Reporting Format Guide for details. Refer the Report Validation Utility User Guide for further
details on using the utility.

5.4.3 What are the rules for generation of XML reports from variants of text files (v 1.0)?

The data files of different variants of text files (v 1.0) should comply with conversion rules for generation of XML
reports. Violation of these rules will lead to failure in generation of XML files. Refer section 5.1.4 of Reporting
Format Guide for details.

5.4.4 What are the prerequisites for generation of XML from text files?

The users should ensure that the fixed width text files should meet certain prerequisites before conversion to XML.
Refer section 5.1.1.1, 5.1.2.1 and 5.1.3.1 of Reporting Format Guide for details about ARF, TRF and CRF
respectively.

5.4.5 What are the key validation rules for text files?

The data in text files should comply with rules for primary and foreign key validations of text files (version 2.0).
Refer section 5.1.1.2, 5.1.2.2 and 5.1.3.2 of Reporting Format Guide for details about ARF, TRF and CRF
respectively.

5.4.6 What are the XML generation rules for text files?
The Report Generation Utility uses conversion rules for generation of XML reports from text files. Refer section
5.1.1.3, 5.1.2.3 and 5.1.3.3 of Reporting Format Guide for details about ARF, TRF and CRF respectively.

5.4.7 What codes can be used in element BranchRefNum to identify branches?

Reporting entities should use regulator issued/other unique codes to uniquely identify branches. In cases, where
such codes are not available, reporting entities can use self generated branch codes to uniquely identify the
branch.
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6 Submission of Reports to FIU-IND

This section contains information related to submission of reports to FIU-IND and gives an overview of the FINnet
Gateway Portal which has been developed as an interface for the reporting entities.

6.1 FINnet Gateway Portal

With the implementation of Project FINnet (Financial Intelligence Network) by FIU-IND in 2010, the primary mode of
submission of reports to FIU-IND will be through the FINnet Gateway Portal. The FINnet Gateway Portal is
designed as a comprehensive interface between the reporting entities and FIU-IND. The user guide for the FINnet
Gateway Portal provides detailed documentation on using the portal. The broad features are:

e ‘Login’ Page to allow access to registered users using credentials provided by the user. This page also has
links to register a new user.

e ‘Home’ page to display summary of actionable items (unread messages, pending reports, overdue reports
etc.) and new content (Downloads, Discussions, FAQs, Events, Tips, Alerts and Surveys).

e ‘Users’ module to view and manage the users of the reporting entity, FIU users and user groups.

e ‘Profiles’ module to upload the digital certificate and manage the profile information of the reporting entity,
principal officer and other users.

o ‘Reports’ module with facility for web filing of reports and upload reports, view the upload history, rejected
reports, reports where additional information is required and overdue reports. A report summary of reports
submitted by the reporting entity is also provided.

e ‘Messages’ module which is a messaging system between authorised users and FIU users.

e ‘Resources’ module which is a comprehensive knowledge repository consisting of Downloads, FAQS,
Problems and Solutions, Discussion Forums, Surveys, Events, Alerts and Tips.

6.2 Submission of reports over the FINnet Gateway

Users of the reporting entities, who submit reports and exchange information with FIU-IND, have to register on the
FINnet Gateway Portal. After registration, the authorized users will be provided credentials for login. The authorised
users can upload the reports in prescribed XML format using the reports module of the FINnet Gateway Portal.
Reporting entities should ensure that all errors detected by the utilities are rectified and the XML file is secured
before uploading the reports. On successful upload, the portal will generate and display a unique Batch ID.

The principal officer can attach digital signature using the Report Validation Utility prior to uploading the file. If the
submitted batch is as per prescribed schema and if the file uploaded is signed with digital signature, the submission
of the report will be treated as complete and the status of the batch will be ‘Submitted/Validated’. The date of
submission of the batch will be the date of upload. If the file uploaded is without a digital signature, the portal would
generate a single page Report Upload Confirmation (RUC) form. The principal officer would be required to print
RUC form and post it to FIU-IND after signing. The signed copy of RUC form should be received by FIU-IND within
10 days of upload. After receipt of signed copy of RUC form, the date of upload would be taken as date of
submission. If the RUC form is not received at FIU-IND within 10 days, it will be treated as non compliance with the
reporting obligation. All reporting entities are encouraged to upload digitally signed reports.
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The description of the various status of Batch as displayed in the FINnet Gateway Portal is as under:

Batch Status Description
Submitted On upload of the batch file, the status will be ‘Submitted’.
Validated If the batch is as per prescribed schema and the batch has been uploaded with a digital

signature, the status would be shown as ‘Validated. If the batch has been submitted without
digital signature, the status would be shown as ‘Validated’ after confirmation is received by
FIU-IND.

Validated (AC) If the XML batch has been successfully submitted without digital signature, the status would
be shown as ‘Validated (AC) where AC means ‘Awaiting confirmation’. The reporting entity
would be required to send a signed copy of report upload confirmation to FIU-IND within 10
days of upload. The status would be shown as ‘Validated’ after confirmation is received by
FIU-IND.

Invalid If the batch fails the batch validation checks (digital signature error, hash mismatch, schema
validation failure, data insertion error etc.), the status of the batch would be ‘Invalid’ and the
entire batch has to be submitted again

Processed After validation of the batch and generation of Data Quality Report by FIU-IND the status of
the batch changes from ‘Validated’ to 'Processed’. The DQR will be available for download
from the FINnet Gateway Portal.

6.3 Submission of reports on CDs

The reporting entities are required to submit prescribed reports using the FINnet Gateway Portal if they have
technical capabilities to do so. The reporting entities can submit reports by sending the XML file on CD if:

e The reporting entity is not able to upload the report
e The reporting entity has been asked by FIU-IND to submit the report using CD

In case of submission on CD, following should be ensured:

e A label mentioning name of the Reporting Entity, unique identification code, type of report
(CTR/STR/CCR/NTR), batch number, month and year of report should be affixed on each CD for the
purpose of identification.

e Each CD should be accompanied by Summary of Reports duly signed by the principal officer.

e |n case the size of data files exceeds the capacity of one CD, the data files should be compressed by using
Winzip 8.1 or ZipltFast 3.0 (or higher version) compression utility only to ensure quick and smooth
acceptance of the file.

e The CD should be virus free.

6.4 Submission of reports by other means

Reporting Entities are expected to submit reports in electronic form. However if the reporting entity does not have
the capability to generate report in electronic form, reports may be submitted in manual paper-based forms.
Reporting Entities should use the FIU-IND provided PDF Form based utilities to capture data and print the report as
per the specified format. The paper based report should be duly signed by the Principal Officer and posted to FIU-
IND. However, Reporting Entities should make all reasonable efforts to send reports in electronic rather than the
paper based format.
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6.5 Frequently Asked Questions (FAQS)
6.5.1 What is FINnet Gateway Portal?

With the implementation of Project FINnet (Financial Intelligence Network) by FIU-IND in 2010, the primary mode of
submission of reports to FIU-IND will be through the FINnet Gateway Portal. The FINnet Gateway Portal is
designed as a comprehensive interface between the reporting entities and FIU-IND. Refer section 6.1 of Reporting
Format Guide for details. Refer the FINnet Gateway User Guide for further details on using the utility.

6.5.2 How can reports be submitted over the FINnet Gateway?

All users of the reporting entities have to register on the FINnet Gateway Portal. After registration, the authorised
users will be given credentials for login. The authorised users can upload the reports in prescribed XML reports
using the reports module of the FINnet Gateway Portal. Reporting entities should ensure that all errors detected by
the utilities are rectified and the XML converted to a Hash XML which can further be digitally signed using the PFX
or USB token option prior to upload. On successful upload, the portal shall generate and display a unique Batch ID.

6.5.3 What are the different modes of report submission?

Reporting entities should submit reports online through FINnet Gateway portal. However, in certain cases they can
submit reports by sending the XML file on CD or paper based reports using editable PDF forms provided by FIU-
IND.

6.5.4 What is the procedure for submitting reports using digital signature?

The principal officer can attach the digital signature using the Report Validation Utility provided by FIU-IND. The
validated XML file which is error free is converted to a Hash XML using the Secure XML tab. Subsequently, users
can use the PFX or USB token and digitally sign prior to uploading the file. If the submitted batch is as per
prescribed schema and if the file uploaded is digitally signed, the submission of the report will be treated as
complete and the status of the batch will be ‘Validated'.

6.5.5 What is the procedure for submitting reports without using digital signature?

The validated XML file should be converted to Hash XML using the Secure XML tab in Report Validation Utility
provided by FIU-IND. When the Hash XML file is uploaded without digital signature, the FINnet Gateway portal
would generate a single page report upload confirmation (RUC) form. The principal officer would be required to
print the RUC form and post it to FIU-IND after signing. The signed copy of the RUC form should be received by
FIU-IND within 10 days of upload. After confirmation, the date of upload would be taken as date of submission. If
the RUC form is not received at FIU-IND within 10 days, it will be treated as non compliance with the reporting
obligation. All reporting entities are encouraged to upload reports with digital signature.

6.5.6 What is batch number?

Reporting Entities should maintain a unique series of numbers to be used as batch number. Refer section 11.1.5 of
Reporting Format Guide for details.

6.5.7 What is batch ID?

Batch ID is the unique acknowledgement number for each batch generated on its successful upload.
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6.5.8 What is batch status?

As the batch is submitted and processed by FIU-IND, the status of the batch changes from ‘Submitted’ to
‘Validated’, ‘Validated (AC), ‘Invalid’ and ‘Processed’. Refer section 6.2 of Reporting Format Guide for details.

6.5.9 Can reports be submitted on CDs?

The reporting entities are required to submit prescribed reports using the FINnet Gateway Portal if they have
technical capabilities to do so. The reporting entities can submit reports by sending the XML file on CD if the
reporting entity is not able to upload the report. In some cases, FIU-IND may ask reporting entity to submit the
report using CD

6.5.10 Can reports be submitted in manual reporting formats?

Manual Reporting Formats have been specified as editable PDF forms which can be used by reporting entities to
print the report and submit as a paper based report. The editable PDF form based utility enables users to enter or
import data, validate for errors and generate XML reports for submission through the secure FINnet Gateway
Portal. Alternately, reporting entities can print the report in OCR compatible format and post the paper based report
to FIU-IND. The reporting entity must submit all reports to FIU-IND in XML format specifications if it has the
technical capability to do so. Refer section 4.3 of Reporting Format Guide for details.
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7 Data Quality Validation

This section explains the integrated XML Schema validation and Rule based validation approach adopted by FIU-
IND. The section also gives an overview of the validation rules, types of errors, Data Quality Report and error
resolution steps.

7.1 Types of validation

The data quality validation has been enhanced by introducing multiple levels of validation covering both XML
Schema validation and Rule based validation. The XML file will undergo following three types of validations:

e XML Schema Validation (XSV): Verification of XML file against the published schema (XSD file)

e Preliminary Rule Validation (PRV): Preliminary verification of XML file using rules which can be pre-
validated before submission. These rules would be specified in external rules file (SCH file) shared with
reporting entities.

e Advanced Rule Validation (ARV): Verification of XML files using rules which require additional information
such as earlier submitted report, external data sources or dictionaries.

7.2 Types of Errors

The types of errors found in the report have been categorised into schema error, fatal error, non fatal error and
probable error. The description of error type and its resolution is as under:

Error Type Error Description Error Resolution

Errors in XML file on account of validation | The errors have to be resolved in XML file to enable

Schema error against the XML schema (xsd) schema validation by utility

A batch containing fatal errors will be allowed to be
Errors in XML file which would result in uploaded but reports with fatal errors will be

rejection of report rejected. The reporting entity would be required to
resubmit revised reports after resolving fatal errors

Fatal error

No requirement to submit a revised report. These
Errors in XML file which will not lead to errors are taken into account to compute data
rejection of reports quality rating. The errors may be resolved in future
submissions

Non fatal error

These are not confirmed errors. The reporting entity
would be required to verify and submit revised report
only if error is confirmed

Errors in XML file which will not lead to

Probable error Lo
rejection of reports

7.3 Validation Error Matrix

The following table shows relationships between validation type and error types:

Validation Type Schema error Fatal error Non fatal error Probable error
XML Schema Validation (XSV) 4

Preliminary Rule Validation (PRV) v 4 v
Advanced Rule Validation (ARV) v v
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7.4 XML Schema Validation (XSV)

An XML schema is a description of a type of XML document, typically expressed in terms of constraints on the
structure and content of documents of that type, above and beyond the basic syntactical constraints imposed by
XML itself. These constraints are generally expressed using some combination of grammatical rules governing the
order of elements, Boolean predicates that the content must satisfy, data types governing the content of elements
and attributes, and more specialized rules such as uniqueness and referential integrity constraints.

The process of checking to see if an XML document conforms to a schema is called validation, which is separate
from XML's core concept of syntactic well-formedness. All XML documents must be well-formed, but it is not
required that a document be valid unless the XML parser is "validating," in which case the document is also
checked for conformance with its associated schema.

7.5 Preliminary Rule Validation (PRV)

Preliminary Rule Validation (PRV) is preliminary verification of XML file using rules which can be pre-validated
before submission. These rules would be specified in external rules file (SCH file) shared with reporting entities.

The description of rules for Preliminary Rule Validation (PRV) is as under:

S. No. |Validation Rule Rule Description Example Error Type
1 MandatoryValueFatal The element should not be Address of person should Fatal error
blank not be blank
5 MandatoryValueNonFatal The element should not be PAN of person should not Non fatal error
blank be blank
3 UniqueValue The value of element in multiple |ReportSerialNum in a Fatal error
q records should be unique batch should be unique
4 SufficiencyElementFatal At least one element should be |At least one accognt Fatal error
present holder should be included
At least one individual for
5 SufficiencyElementNonFatal Atleast one element should be the account should be Non fatal error
present .
included
6 SufficiencyLengthFatal The_ d@ta element should be of |The ID number should Fatal error
sufficient length exceed 5 characters
7 SufficiencyLengthNonFatal The_ d_ata element should be of |The address should Non fatal error
sufficient length exceed 8 characters
The value should be equal to The total amount matches
. with the sum of
8 ConsistencySum the sum of value of data . . Fatal error
transaction amounts in the
elements
report
The sum of transactions
The value should be greater or |during the month should
9 |ConsistencyValue less than the value of data not be greater than the Non fatal error
element sum of transactions during
the year
If the transaction value is
10 |ErrorProbablityHigh The probability of error is high |same as the account Probable Error
number, the error
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S. No. |Validation Rule Rule Description Example Error Type
probability is high
If the value of a single
11 |ErrorProbablityMedium :-nr:eedi%rr?]babi"ty of error is iﬁﬁﬂgﬁﬁ;ﬁiﬁ: éer):gfeds Probable Error
probability is medium
If there are multiple
12 |ErrorProbablityLow The probability of error is low transactions of the same Probable Error

value on the same day,
the error probability is low

Sample application of preliminary validation rules for the three reporting formats is given in Annexure A.3, B.3 and
C.3 of this document.

7.6 Advanced Rule Validation (ARV)

Advanced Rule Validation (ARV) is verification of XML files using rules which require additional information such as
earlier submitted report, external data sources or dictionaries. The description of some rules for Advanced Rule
Validation (ARV) is as under:

S. No. | Validation Rule Rule Description Example Error Type
The data element should | The address should contain
1 SufficiencyValue contain sufficient sufficient information Non fatal error
information (dictionary based)
The value should be _The cumulative credit amount
. . X ; ; in the year should not be lower
2 ConsistencyValueEarlierReport |consistent with earlier ) Non fatal error
than the report of the previous
report )
month in the same year
Igr?s\i/;gjri i}fhu:gtgfnal The pincode of the customer
3 ConsistencyValuelnternalSource S should match with the pincode |Non fatal error
data source maintained |7. .
dictionary
at FIU
The value should be The PAN of the customer
4 ConsistencyValueExternalSource |consistent with external |should be a valid PAN in Non fatal error

data source

Income Tax Database

Sample application of advanced validation rules for the three reporting formats is given in Annexure A.3, B.3 and
C.3 of this document.
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7.7 Data Quality Rating

On successful file upload, FIU-IND shall subject the reports to different levels of validations. On completion of
validations, FIU-IND shall generate a Data Quality Rating for the batch which is an indicator/measure of the quality
of reports in a batch submitted to FIU-IND. The data quality rating would be communicated to the reporting entity
after each successful upload and validation. The description of data quality rating is as under:

Data Quality Rating |Description
A The batch of reports contains no fatal or non fatal errors
B The batch of reports has no fatal errors but only non fatal errors
C Few reports (< 50%) in the batch have been rejected due to fatal errors
D Large number of reports (>= 50%) in the batch have been rejected due to fatal errors
X The batch has not been rated

7.8 Data Quality Report

The Data Quality Report contains summary level details, statistics and details of errors/warnings. The Data Quality
Report states the quality of the report and indicates if the report is acceptable, requires resubmission or has
warnings for future quality improvement. The DQR will be available for download in XML format against each report
batch.

DQR downloaded in XML format can be viewed using the Report Validation Utility or any other XML editor. The
explanation of schema of the Data Quality Report is provided in Annexure D of this document. The DQR has
separate sections for report summary information, acknowledgement information and error details for preliminary
validation and advanced validation. The error details describe the validation rule that was violated, the data element
in which the error occurred and the path of the element in the original XML report file.

Reporting Entities can link the downloaded DQR in XML format to the original report submitted using the Report
Validation Utility. The DQR provides the path and the data element in which the error occurred. The Report
Validation Utility can also be used to import the original report and view using the error report.

7.9 Resolution of errors

Reporting Entities should use the DQR to examine the data quality errors. Reports that have fatal errors need to be
rectified and resubmitted. Reporting Entities should take necessary steps to rectify the error at source so that the
same errors are not repeated. Non-fatal errors are errors that are warning in nature. Reporting Entities need not
resubmit the reports containing non-fatal errors. Reporting Entities should take necessary action to rectify such
errors at source so that they do not recur. Reporting Entities should take necessary steps to ensure that the quality
of the data submitted improves progressively over time.

7.10 Frequently Asked Questions (FAQSs)
7.10.1 What are the types of data quality validation?

The data quality validation has been enhanced by introducing multiple levels of validation covering both XML
Schema validation and Rule based validation. The XML file will undergo following three types of validations:

e XML Schema Validation (XSV): Verification of XML file against the published schema (XSD file)
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e Preliminary Rule Validation (PRV): Preliminary verification of XML file using rules which can be pre-
validated before submission. These rules would be specified in external rules file (SCH file) shared with
reporting entities.

e Advanced Rule Validation (ARV): Verification of XML files using rules which require additional information
such as earlier submitted report, external data sources or dictionaries.

7.10.2 What are the types of errors checked during data quality validation?

The types of errors found in the report have been categorised into schema error, fatal error, non fatal error and
probable error. Refer section 7.2 of Reporting Format Guide for details.

7.10.3 What is XML Schema Validation (XSV)?

An XML schema is a description of a type of XML document, typically expressed in terms of constraints on the
structure and content of documents of that type, above and beyond the basic syntactical constraints imposed by
XML itself. The process of checking to see if an XML document conforms to a schema is called validation.

7.10.4 What is Preliminary Rule Validation (PRV)?

Preliminary Rule Validation (PRV) is preliminary verification of XML file using rules which can be pre-validated
before submission. These rules would be specified in external rules file (SCH file) shared with reporting entities.
The external files used for validation are schematron rules. Refer section 7.5 of Reporting Format Guide for details.

7.10.5 What is Advanced Rule Validation (ARV)?

Advanced Rule Validation (ARV) is verification of XML files using rules which require additional information such as
earlier submitted report, external data sources or dictionaries. Refer section 7.6 of Reporting Format Guide for
details.

7.10.6 What is Data Quality Rating?

On successful file upload, FIU-IND shall subject the reports to different levels of validations. On completion of
validations, FIU-IND shall generate a Data Quality Rating for the batch which is an indicator/measure of the quality
of reports in a batch submitted to FIU-IND. The data quality rating would be communicated to the reporting entity
after each successful upload and validation. Refer section 7.7 of Reporting Format Guide for details.

7.10.7 What is Data Quality Report?

The Data Quality Report contains summary level details, statistics and details of errors/warnings. The Data Quality
Report states the quality of the report and indicates if the report is acceptable, requires resubmission or has
warnings for future quality improvement. The DQR will be available for download in XML format against each report
batch. Refer section 7.8 of Reporting Format Guide for details.

7.10.8 How should Reporting Entities resolve errors?

Reporting Entities should use the DQR to examine the data quality errors. Reports that have fatal errors need to be
rectified and resubmitted. Reporting Entities should take necessary steps to rectify the error at source so that the
same errors are not repeated. Non-fatal errors are errors that are warning in nature. Reporting Entities need not
resubmit the reports containing non-fatal errors. Reporting Entities should take necessary action to rectify such
errors at source so that they do not recur. Reporting Entities should take necessary steps to ensure that the quality
of the data submitted improves progressively over time.

Financial Intelligence Unit — India (FIU-IND) 26



"},J FINnet Reporting Format Guide Version 2.1

8 Modification of earlier submitted report

This section contains information about modification of an earlier submitted report which could be on account of
resubmission of rejected report (due to fatal errors), providing additional information to an earlier submitted report
or replacement of an incorrect report (data omitted or wrong data submitted in the original report).

8.1 Rejection of reports

If the report batch submitted by the reporting entities has reports with fatal errors, such reports would be rejected.
The list of all uploaded reports can be viewed on the FINnet Gateway in the section “Reports > Uploaded reports”.
For each batch, the number of reports in the batch which have been rejected due to fatal errors would be displayed
as ‘Reports Rejected’. The reporting entity is required to resubmit the rejected reports after corrections. The list of
all batches where reports have been rejected would be separately displayed in the section “Reports > Rejected
reports”. If the reporting entity submits a replacement batch after removing the errors, the details of rejected reports
would be updated after processing. The reporting entity can access following details about rejected reports on the
FINnet Gateway:

Information Field Description

Report Type CTR, STR, CCR, NTR

Submission Date Date of successful upload

Batch Type Batch Type having following values:

e N- New report
e R- Replacement report
e D- Deletion report

Batch ID Unique number generated for the batch
Report Month Month and year of the report (in case of monthly reporting)
Batch Status Status of batch having following values:

e Submitted

e Validated

e Validated (AC)- Awaiting Confirmation

e Invalid

e Processed

Reports in Batch Total number of reports in the batch

Reports Rejected (initial) Number of reports in the batch which were rejected in the original batch due to
fatal errors

Reports Rejected (current) Number of rejected reports in the batch which have not been rectified till date

Fatal Errors (current) Number of fatal errors in the batch which have not been rectified till date

Download DQR Link to download the Data Quality Report in XML format

8.2 Resubmission of rejected report

The Data Quality Report would contain information about reports in the batch which have been rejected along with
details of the fatal error. The Report Validation Utility can be used to link the Data Quality Report to the submitted

Financial Intelligence Unit — India (FIU-IND) 27



’{;) FINnet Reporting Format Guide Version 2.1

batch to extract the rejected reports in a separate batch. The reporting entity is required to rectify the errors in the
extracted rejected reports and upload it as a replacement batch.

8.3 Submission of additional information

If the reporting entity wants to submit additional information in relation to a previously submitted report, a
replacement report with complete information needs to be submitted. This submission could be to resolve a non-
fatal error or in response to a request from FIU-IND. Refer to section 9.1 for additional information.

8.4 Modification of an incorrect report

If the reporting entity comes to know that data was omitted in original report or part of the data was wrongly
submitted, a replacement report needs to be submitted to modify a previously submitted report.

8.5 Deletion of an incorrect report

If the reporting entity comes to know that wrong data has been submitted in original report, a deletion report needs
to be submitted to delete a previously submitted report. However the entire report information needs to be
resubmitted in the batch to ensure that such deletion is not being requested by an unauthorised person.

8.6 Relevant Reporting Format Specifications
As mentioned Reporting Entities would like to modify a previously report in following cases:

e Rejected reports due to fatal errors
e Data omitted in original report
e Wrong data submitted in original report

A separate batch has to be submitted where such resubmission is made and the batch should contain only one
type of report. The reporting entity should also provide batch level information in the element Batch/BatchDetails.
The information about report which has to be replaced or deleted is provided in the element Batch/Report. Both
these elements are explained in following sections.

8.6.1 Batch Details

The element Batchdetails provides information about the batch including BatchType, OriginalBatchld and
ReasonOfRevision. The details of the element are given in the Annxure A.1 of this document. The relevant
information in the element is as under:

Element Description Length Mandatory

Unigue number of the Batch given by the reporting
entity.Reporting Entities should maintain a unique series
of numbers to be used as Batch Number. After successful
BatchNumber submission of the batch to FIU, a new unique BatchID will 11 Yes
be allotted for future reference. The reporting entities
should maintain the linkage between the BatchNumber
and BatchlID.

BatchDate Date of preparation of the batch in YYYY-MM-DD 10 Yes

The month to which the report pertains to (in case of
MonthOfReport monthly reporting obligations such as CTR). Month 2

should be as per Gregorian calendar in the format 01, 02
etc. “NA” should be used for reports which do not have

Yes
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Element

Description

Length

Mandatory

monthly reporting obligations (STR etc.). Refer section
11.1.5.1 for further details on enumerations.

YearOfReport

The year to which the report pertains to (in case of
monthly reporting obligations such as CTR). Year should
be as per Gregorian calendar in the format 2010, 2011
etc. “NA” should be used for reports which do not have
monthly reporting obligations (STR etc.). Refer section
11.1.5.2 for further details on enumerations.

Yes

OperationalMode

Mode of operation of the batch. Permissible values are:
P - Production Mode
T - Test Mode
Refer section 11.1.5.3 for further details on enumerations.

Yes

BatchType

Type of Batch submitted. Permissible values are:
N - New Report
R - Replacement Report
D - Deletion Report

One batch can contain only one type of batch and one
type of report. If reports in the batches are being
submitted to remove errors or after including additional
information, the complete report needs to be resubmitted
as a replacement report. Refer section 11.1.5.4 for further
details on enumerations.

Yes

OriginalBatchID

Batchld of the original batch which is being replaced
deleted or referred by reports in the current batch. In case
the batch is new and unrelated to any previous batch,
mention ‘0" here.

10

Yes

ReasonOfRevision

Reason for revision when the original batch is replaced or
deleted. Permissible values are:

A - Acknowledgement of original batch had many
fatal, non fatal or probable errors which are being
resolved

B - Operational errors in original batch have been
identified and reports are being revised or deleted sou
moto

C - The replacement report is on account of additional
information being submitted

N - Not applicable as this is a new batch
Z - Other reason
Refer section 11.1.5.5 for further details on enumerations.

Yes

PKICertificateNum

PKI certificate number. This element is used when a
digital certificate is used to authenticate the report.

10

No
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8.6.2 Report details

Batch/Report provides details of the Reports in the batch. This element has been defined differently for each of the
reporting format in Annexure A.1, B.1 and C.1 of this document. However the elements ReportSerialNum and
OriginalReportSerialNum are common in all reporting formats which are defined as under:

Element Description Length Mandatory

The report serial number should be unique within a

ReportSerialNum batch. 8 Yes
Indicates the report serial number of the original
OriginalReportSerialNum report that has to be replaced or deleted. In case the 8 Yes

report is new and unrelated to any previous report,
mention ‘0’ here.

8.7 Frequently Asked Questions (FAQS)
8.7.1 How can uploaded reports be viewed?

The list of all uploaded reports can be viewed on the FINnet Gateway in the section “Reports > Uploaded reports”.

8.7.2 When do reports get rejected?

If the report batch submitted by the reporting entities has reports with fatal errors, such reports would be rejected.

8.7.3 How can rejected reports be viewed?

The list of all batches where reports have been rejected would be separately displayed in the section “Reports >
Rejected reports”. If the reporting entity submits a replacement batch after removing the errors, the details of
rejected reports would be updated after processing. Refer section 8.1 of Reporting Format Guide for details.

8.7.4 How can an incorrect report be modified?

If the reporting entity comes to know that data was omitted in original report or part of the data was wrongly
submitted, a replacement report needs to be submitted to modify a previously submitted report.

8.7.5 How can the rejected reports be segregated for resubmission?

The Data Quality Report would contain information about reports in the batch which have been rejected along with
details of the fatal error. The Report Validation Utility can be used to link the Data Quality Report to the submitted
batch to extract the rejected reports in a separate batch. The reporting entity is required to rectify the errors in the
extracted rejected reports and upload it as a replacement batch.

8.7.6 How can an incorrect report be deleted?

If the reporting entity comes to know that wrong data has been submitted in original report, a deletion report needs
to be submitted to delete a previously submitted report. However the entire report information needs to be
resubmitted in the batch to ensure that such deletion is not being requested by an unauthorised person.
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9 Submission of additional information related to submitted report

This section explains submission of additional information or documents related to a previously submitted report.
Such a submission could be suo moto or in response to a request by FIU-IND. The reporting entity may need to
submit additional information related to a previously submitted report in following cases:

e Additional information is needed by FIU-IND for analysis
e Additional document is needed by FIU-IND for analysis
e The reporting entity wants to suo moto submit additional document to support grounds of suspicion

Submission of additional information related to earlier submitted report is explained in following sections.

9.1 Request based submission of additional information

If additional information related to the submitted report is required for analysis, an information request will be
generated in XML format and communicated to the reporting entity using the FINnet Gateway. The information
requests will be displayed under the section “Reports > Additional Information Required”. The reporting entity would
be required to submit the information as replacement report.

9.2 Request based submission of additional documents

If additional documents such as KYC document related to the submitted report is required for analysis, an
information request will also be generated in XML format and communicated to the reporting entity using the FINnet
Gateway under the section “Reports > Additional Information Required”. If all additional information requested in a
batch has been received, the request will be closed.

9.3 Suo moto submission of additional documents

If reporting entity intends to submit additional documents such as KYC document, copy of instrument etc to support
grounds of suspicion, they are required to indicate ‘Y’ in the element ‘AdditionalDocuments’ in the element
Batch/Report/SuspicionDetails. In such cases, an information request will be generated in XML format and
communicated to the reporting entity using the FINnet Gateway under the section “Reports > Additional Information
Required”. The reporting entity would submit documents in a manner similar to request based submission of
additional documents.

9.4 Frequently Asked Questions (FAQSs)

9.4.1 When should additional information related to previous report be submitted?

The reporting entity may need to submit additional information related to a previously submitted report in following
cases:

e Additional information is needed by FIU-IND for analysis
e Additional document is needed by FIU-IND for analysis
e The reporting entity wants to suo moto submit additional document to support grounds of suspicion

9.4.2 What is request based submission of additional information?

If additional information related to the submitted report is required for analysis, an information request will be
generated in XML format and communicated to the reporting entity using the FINnet Gateway. The information
requests will be displayed under the section “Reports > Additional Information Required”. The reporting entity would
be required to submit the information as replacement report.
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9.4.3 What is request based submission of additional documents?

If additional documents such as KYC document related to the submitted report is required for analysis, an
information request will also be generated in XML format and communicated to the reporting entity using the FINnet
Gateway under the section “Reports > Additional Information Required”. If all additional information requested in a
batch has been received, the request will be closed.

9.4.4 What is suo moto submission of additional documents?

If reporting entity intends to submit additional documents such as KYC document, copy of instrument etc to support
grounds of suspicion, they are required to indicate ‘Y’ in the element ‘AdditionalDocuments’ in the element
Batch/Report/SuspicionDetails. In such cases, an information request will be generated in XML format and
communicated to the reporting entity using the FINnet Gateway under the section “Reports > Additional Information
Required”. The reporting entity would submit documents in a manner similar to request based submission of
additional documents.
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10 List of additional documents and files

Additional information related to submission of report is also available in following document and files:
User Guides

e Report Generation Utility User Guide
e Report Validation Utility User Guide
e FINnet Gateway User Guide

XML Schemas

e AccountBasedReport.xsd

e TransactionBasedReport.xsd
e CCRBasedReport.xsd

e FIU-INDSchemalLibrary.xsd

e DataQualityReport.xsd

Editable PDF forms

e Cash Transaction Report (Account Based)

e Cash Transaction Report (Transaction Based)

e Suspicious Transaction Report (Account Based)

e Suspicious Transaction Report (Transaction Based)
e Counterfeit Currency Report
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11 Annexure A - Account based Reporting format (ARF)

This section provides information about the schema documentation, data structure of text files and validation rules
for account based reporting format.

11.1 Annexure A.1 — Schema Documentation for AccountBasedReport.xsd

This section provides information about the schema documentation for account based reporting format.

11.1.1 element Batch

Batch is the root element. This element is "the parent" of all other elements.
Figure: Overview of Batch
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Table: Details of Batch

Element Description Length Mandatory

Type of report in the batch.

Permissible values are:

CTR - Cash Transaction Report
ReportType STR - Suspicious Transaction Report 3 Yes
NTR - NPO Transaction Report

One batch can contain only one prescribed type of report. Refer
section 11.1.1.1 for further details on enumerations.

Type of reporting format in the batch.

Permissible values are:
ARF — Account based reporting format 3

ReportFormatType Yes
One batch can contain only one prescribed type of reporting
format. Refer section 11.1.1.2 for further details on
enumerations.

BatchHeader Deta_uls of the Batch Type and other version information. Refer Section 11.1.2 Yes
section 11.1.2 for details.

ReportingEntity Details of the Reporting Entity. Refer section 11.1.3 for details. | Section 11.1.3 Yes
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Element Description Length Mandatory
PrincipalOfficer Details of the Principal Officer. Refer section 11.1.4 for details. | Section 11.1.4 Yes
BatchDetails Details of the Batch of reports. Refer section 11.1.5 for details. | Section 11.1.5 Yes
Report Details of Reports in the batch. Refer section 11.1.6 for details. | Section 11.1.6 Yes

11.1.1.1 Enumeration for ReportType

Report Type describes type of prescribed reports in the batch. One batch can contain only one prescribed type of

report.

Code

Description

Remarks

CTR

Cash Transaction Report

Contains information related to -
(a) All cash transactions of the value of more than rupees
ten lakhs or its equivalent in foreign currency;
(b) All series of cash transactions integrally connected to
each other which have been valued below rupees ten lakhs
or its equivalent in foreign currency where such series of
transactions have taken place within a month.

STR

Suspicious Transaction Report

Contains information related to Suspicious transactions. Suspicious
transaction means a transaction referred to in clause (h)*, including
an attempted transaction, whether or not made in cash which, to a
person acting in good faith -
(a) gives rise to a reasonable ground of suspicion that it may
involve proceeds of an offence specified in the Schedule to
the Act, regardless of the value involved; or
(b) appears to be made in circumstances of unusual or
unjustified complexity; or
(c) appears to have no economic rationale or bonafide
purpose; or
(d) gives rise to a reasonable ground of suspicion that
it may involve financing of the activities related to terrorism.

NTR

Non Profit Organisation
Transaction Report

(NPO)

Contains information related to transactions involving receipts by
non-profit organisations of value more than rupees ten lakh, or its
equivalent in foreign currency.

11.1.1.2 Enumeration for ReportFormatType

Report Format Type describes type of reporting format in the batch. One batch can contain only one prescribed
type of reporting format.

Code

Description

Remarks

ARF

Account based reporting format

Account based reporting format (ARF) for reporting of account based
CTRs, STRs and NTRs

TRF

Transaction based reporting format

Transactions based reporting format
transaction based CTRs, STRs and NTRs

(TRF) for reporting of

CRF

Counterfeit currency based reporting
format

CCR reporting format (CRF) for reporting of counterfeit currency
reports (CCRs)

! Rule 2(1)(h) of PML rules
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11.1.2 element Batch/BatchHeader
BatchHeader contains information about the types of reports in the batch and version information.
Figure: Overview of BatchHeader
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Table: Details of BatchHeader
Element Description Length | Mandatory
Version of the data structure used for generation of XML file.
Permissible values are:
1 - Version 1.0
DataStructureVersion 2 - Version 2.0 1 Yes
This value will be populated by the Report Generation Utility
during report generation. The value may be set to 2 if reporting
entities are directly creating XML file. Refer section 11.1.2.1 for
further details on enumerations.
Version of the Report Generation Utility which has generated the
. . . XML file. This value will be populated by the Report Generation
GenerationUiilityVersion Utility and need not be filled by reporting entities not using 5 No
Report Generation Utility.
Source of Data for XML file.
Permissible values are:
pdf - Generated from editable pdf form
rgu - Direct data entry in Report Generation Utility
DataSource txt - Generated from Text file 3 Yes
xml — Direct generation of XML file
This value will be populated by the utilities developed by FIU-
IND. The value should be set to xml if reporting entities are
directly creating XML file. Refer section 11.1.2.2 for further
details on enumerations.
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11.1.2.1 Enumeration for DataStructureVersion

DataStructureVersion describes version of the data structure used for generation of XML file. This value will be
populated by the Report Generation Utility during report generation.

Code |Description Remarks
1 |Version 1.0 When the XML file is generated using text files version 1.0
> |version 2.0 When the XML file is generated using text files version 2.0. The value may be set to 2

if reporting entities are directly creating XML file

11.1.2.2 Enumeration for DataSource

DataSource describes source of data capture in the Report Generation Utility. This value will be populated by the
utilities developed by FIU-IND. The value may be set to XML if reporting entities are directly creating XML file.

Code |Description Remarks
pdf |PDF file When the XML file is generated using PDF Form based utility
rgu |RGU file When the XML file is generated by direct data entry in the utility
txt |Textfile When the XML file is generated from fixed width text file
xml | XML file When the XML is generated by reporting entities directly
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11.1.3 element Batch/ReportingEntity

ReportingEntity contains information about the reporting entity which is submitting the report batch.

Figure: Overview of ReportingEntity
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Table: Details of ReportingEntity

Element

Description

Length

Mandatory

ReportingEntityName

Complete name of the reporting entity (Bank,
financial institution, intermediary).

80

Yes

ReportingEntityCategory

The category to which the Reporting entity belongs.

FIU has provided a five digit category code to
specify the category of the reporting entity.
Example: BAPUB for Public Sector banks. Refer
section 11.1.3.1 for details on enumerations.

Yes

RERegistrationNum

Any unique number for the Reporting Entity.

This number can be the registration number or any
number used in correspondence with the regulator.
This number will be used during verification of the
registration of the reporting entity and in
correspondence with the regulators. If the regulator
has not issued any number, the reporting entity
may use any other self generated number.

12

No
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Element Description Length Mandatory
Unique ID issued by FIU.
FIU will communicate the FIUREID during the
registration of the reporting entity on the FINnet
FIUREID Gateway Portal. The FIUREID will be in the fomat 10 Yes

XXXXXNNNNN where XXXXX is generated in
accordance with section 11.1.3.1 and NNNNN is a
sequentially generated numder. Use
XXXXXNNNNN till the ID is communicated.

11.1.3.1 Enumeration for ReportingEntityCategory

FIU has provided following five digit category code to specify the category of the reporting entity.

S. No. Category Code |Reporting Entity Category Description Prefix for REID
1 BAPUB Public Sector Banks BASCB
2 BAPVT Private Sector Banks BASCB
3 BAFOR Foreign Banks BASCB
4 BARRB Regional Rural Banks BARRB
5 BALAB Local Area Banks BALAB
6 BASUC Scheduled Urban Cooperative Banks BAUCB
7 BANUC Non Scheduled Urban Cooperative Banks BAUCB
8 BASCO State Cooperative Banks BASCO
9 BADCB District Cooperative Banks BADCB
10 BAOTH Other Banking Companies BAOTH
11 FIINL Life Insurance Companies FIINL
12 FIINN Non Life Insurance Companies FIINN
13 FIHFC Housing Finance Companies FIHFC
14 FIAD1 Authorised Dealer Category | FIAPR
15 FIAD2 Authorised Dealer Category Il FIAPR
16 FIAD3 Authorised Dealer Category lli FIAPR
17 FIFFM Full Fledged Money Changer (FFMC) FIAPR
18 FIMTP Money Transfer Service Principal FIMTP
19 FIMTA Money Transfer Service Agent FIMTA
20 FICSO Card System Operators FICSO
21 FICCP Central Counter Party FICCP
22 FIAFI All India Financial Institutions FIAFI
23 FIHPC Hire Purchase Companies FIHPC
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S. No. Category Code |Reporting Entity Category Description Prefix for REID
24 FICFC Chit Fund Companies FICFC
25 FINBA NBFC Accepting Deposits FINBF
26 FINBN NBFC not Accepting Deposits FINBF
27 FIOTH Other Financial Institutions FIOTH
28 CASIN Casinos CASIN
29 INCOL Collective Investment or MF Schemes INCOL
30 INDEP Depositories INDEP
31 INDPP Depository Participants INDPP
32 INBRO Share Brokers INBRO
33 INBDS Derivative Members INBDS
34 INSTA Share Transfer Agents INSTA
35 INRTA Registrars and Transfer Agents INRTA
36 INMER Merchant Bankers INMER
37 INUND Underwriters INUND
38 INBAN Bankers to an Issue INBAN
39 INREG Registrars to Issue INREG
40 INPOM Portfolio Managers INPOM
41 INADV Investment Advisors INADV
42 INTRU Trustees to Trust Deeds INTRU
43 INCRE Credit Rating Agencies INCRE
44 INVCD Domestic Venture Capital Funds INVCD
45 INCUS Custodian of Securities INCUS
46 INFII Foreign Institutional Investors INFII
47 INVCF Foreign Venture Capital Funds INVCF
48 INCOM Commodity Broker INCOM
49 INSBR Sub Brokers INSBR
50 INOTH Other Intermediaries INOTH
51 RGRBI Regulators - Reserve Bank of India RGRBI
52 2727277 Others 1272777
53 XXXXX Not Categorised
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11.1.4 element Batch/PrincipalOfficer

PrincipalOfficer describes the information about the principal officer of the reporting entity.

Figure: Overview of Principal Officer
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Table: Details of Principal Officer

Element Description Length Mandatory

POName Principal Officer's Name. 80 Yes
Principal Officer's Designation.

PODesignation 80 Yes
Example — General Manager.
Details of the Principal Officer's Address.

POAddress Refer section 11.1.4.1 for details about the common Section 11.1.4.1 Yes
type Address.
Details of the Principal Officer's Mobile phone number.

POPhone Refer section 11.1.4.2 for details about the common Section 11.1.4.2 Yes
type Phone.

POemail Principal Officer's email address. 50 No
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11.1.4.1 Type Address
Figure: Overview of Address
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Table: Details of Address
Element Description Length Mandatory
Address Complete qddregs consisting of house number, bw_ldlng name, 295 Yes
street, locality, city, state, country and pincode (optional).
City Name of City/Town 50 No
State code that identifies the State.
StateCode |The two digit state code has to be mentioned as per Indian Motor 2 Yes
Vehicle Act 1988. Refer Annexure E for State codes. If state
code is not available, use XX.
Pin Code that identifies the locality.
PinCode In case of India, the 6 digit Pin code as per India Posts has to be 10 No
mentioned. In case of countries outside India, respective code
may be used. If Pin code is not available, use XXXXXX.
Country code that identifies the country.
CountryCode | The Country Code as per ISO 3166 has to be mentioned. Refer 2 Yes
Annexure F for Country codes. Use IN for India. If CountryCode
is not available, use XX.
11.1.4.2 Type Phone
Figure: Overview of Phone
H=F
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Table: Details of Phone

Element Description Length Mandatory
Telephone Telephone number in format STD Code-Telephone number. 30 No
Mobile Contact Mobile number. 30 No
Fax Fax number in format STD Code-Telephone number. 30 No

11.1.5 element Batch/BatchDetails
BatchDetails contains information such as BatchNumber, BatchDate, MonthOfReport, BatchType etc.

Figure: Overview of BatchDetails
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Table: Details of BatchDetails

Element

Description

Length

Mandatory

BatchNumber

Unique number of the Batch given by the reporting entity.

Reporting Entities should maintain a unique series of
numbers to be used as Batch Number. After successful
submission of the batch to FIU, a new unique BatchID will be
allotted for future reference. The reporting entities should
maintain the linkage between the BatchNumber and BatchiD.

11

Yes

BatchDate

Date of preparation of the batch in YYYY-MM-DD

10

Yes

MonthOfReport

The month to which the report pertains to (in case of monthly
reporting obligations such as CTR).

Month should be as per Gregorian calendar in the format 01,
02 etc. “NA” should be used for reports which do not have
monthly reporting obligations (STR etc.). Refer section
11.1.5.1 for further details on enumerations.

Yes

YearOfReport

The year to which the report pertains to (in case of monthly
reporting obligations such as CTR).

Year should be as per Gregorian calendar in the format
2010, 2011 etc. “NA” should be used for reports which do not
have monthly reporting obligations (STR etc.). Refer section
11.1.5.2 for further details on enumerations.

Yes

OperationalMode

Mode of operation of the batch.
Permissible values are:

P - Production Mode

T - Test Mode

Refer section 11.1.5.3 for further details on enumerations.

Yes

BatchType

Type of Batch submitted.

Permissible values are:
N - New Report
R - Replacement Report
D - Deletion Report

One batch can contain only one type of batch and one type
of report. If reports in the batches are being submitted to
remove errors or after including additional information, the
complete report needs to be resubmitted as a replacement
report. Refer section 11.1.5.4 for further details on
enumerations.

Yes

OriginalBatchID

BatchID of the original batch which is being replaced deleted
or referred by reports in the current batch.

In case the batch is new and unrelated to any previous batch,
mention ‘0’ here.

10

Yes
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Element Description Length Mandatory

Reason for revision to be stated when the original batch is
replaced or deleted.

Permissible values are:
A - Acknowledgement of original batch had many fatal,
non fatal or probable errors which are being resolved
B - Operational errors in original batch have been
ReasonOfRevision identified and reports are being revised or deleted suo 1 Yes
moto
C - The replacement report is on account of additional
information being submitted
N - Not applicable as this is a new batch
Z - Other reason

Refer section 11.1.5.5 for further details on enumerations.

PKI certificate number.

PKICertificateNum This element is used when a digital certificate is used to 10 No

authenticate the report.

11.1.5.1 Enumeration for MonthOfReport

Code |Description

01 |January

02 |February
03 |March

04 | April

05 |May

06 |June

07 |July

08 |August

09 |September
10 |October

11 [November

12 |December

NA |Not Applicable (if there is no monthly reporting obligation e.g. STR)

11.1.5.2 Enumeration for YearOfReport

Enumeration for YearOfReport is from 2005 to 2020. Value of NA (Not Applicable) may be used if there is no
monthly reporting obligation e.g. STR.
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11.1.5.3 Enumeration for OperationalMode

Code

Description

Remarks

P

Production Mode

Live environment

T

Test Mode

Test or training mode

11.1.5.4 Enumeration for BatchType

Code |Description Remarks
N |New Report Indicates a new report
To be used when an earlier report has to be replaced with the
R |Replacement Report P P

current report

D

Deletion Report

To be used when an earlier report has to be deleted.

11.1.5.5 Enumeration for ReasonOfRevision

Code

Description

Remarks

Acknowledgement of original batch
had many fatal, non fatal or

Even if missing information has to be supplied a complete
replacement report has to be submitted instead of an

A probable errors which are being|incremental report

resolved

Operational errors in original batch|Both replacement and deletion report can be submitted if
B |have been identified and reports are |operational errors are detected

being revised or deleted suo moto

The replacement report is on|Only replacement report can be submitted to provide additional
C |account of additional information|information

being submitted
N  [Not applicable as this is a new batch | All new or original batch will have this value
7 |other reason If replacement or deletion reports is being submitted for reasons

other than A, B or C above
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11.1.6 element Batch/Report

Report element provides details of the Reports in the batch. The Reports are uniquely identified by the
ReportSerialNum.

Figure: Overview of Reports
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constraints

Table: Details of Batch/Reports
Element Description Length Mandatory

The number uniquely represents a report within a batch.

ReportSerialNum The ReportSerialNum should be unique within the batch. 8 Yes
This number alongwith BatchID will uniquely identify any
report received by FIU.

The ReportSerialNum of the original report that has to be
replaced or deleted.

OriginalReportSerialNum |This number alongwith OriginalBatchID will uniquely 8 Yes
identify the report which is being replaced or deleted. In
case there is no replacement or deletion of any report,
mention ‘0" here.

Name of the main person for the report.

MainPersonName The reporting entity should try to identify one main person 80 No

or legal entity in the report.

Details of the Suspicion. This element will be present only Section

SuspicionDetails in STR. Refer section 11.1.7 for details. 11.1.7 No
Details of the Account. This element will not be present if Section

Account account has not been opened. Refer section 11.1.8 for 11.1.8 No
details. o
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11.1.7 element Batch/Report/SuspicionDetails

SuspicionDetails provides information about the suspicion in the STR. This element is not required in other reports.
Figure: Overview of Suspicion details
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Table: Details of SuspicionDetails
Element Description Length | Mandatory
Source of alert for initiation of the STR.
Permissible values are:
CV — Customer Verification
WL - Watch List
TY - Typology
TM - Transaction Monitoring
RM - Risk Management System
SourceOfAlert MR - Media Reports 2 Yes
LQ - Law Enforcement Agency Query
El - Employee Initiated
PC - Public Complaint
BA — Business Associates
ZZ - Others
XX - Not Categorised
Refer section 11.1.7.1 for further details on enumerations.
Red Flag indicator which had generated alert resulting in STR.
The reporting entity may use a standard language of the red
flag indicator. The reporting entity may use the language used
in the instructions of the regulator or communication of FIU-
Alertindicator IND. 100 No
One STR can have more than one Alertindicator. In the XML
format more than one indicator can be mentioned for a report.
In the fixed text format, the number of indicators for a report is
limited to three.
Whether the suspicion is on account of clause (a) of Rule 2(1)
(9)? related to proceeds of an offence specified in the Schedule
to the Act, regardless of the value involved.
SuspicionDueToProceedsOfCrim |Permissible values are:
1 Yes
<] Y- Yes
N - No
X — Not categorised
One STR may be related to more than one clause.
% Rule 2(1)(g) of PML Rules
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Element

Description

Length | Mandatory

SuspicionDueToComplexTrans

Whether the suspicion is on account of clause (b) of Rule 2(1)
(g) related to circumstances of unusual or unjustified
complexity.

Permissible values are:
Y- Yes
N- No
X — Not categorised

One STR may be related to more than one clause.

Yes

SuspicionDueToNoEcoRationale

Whether the suspicion is on ac