F. No. 9-40/2018/ Compl./ FIU-IND
Giovernment of India
Mimustry of Finanee

[}i.']'mrrmunt of Revenue
Fanancial [ntellpence Lnit - India

6™ Floor, Hotel Sameat
kaunlya Marg, Chanakyapur
Py Deeth <1 10021

ORDER-IN ORIGINAL NO. 4 /DIR/FIU-IND /2019

MName & Address of the Reporting Entity: Allababad Bank
Allghabad Bank, Head Office,
2 Metsji Subhas Read,
Kolksea - TOOM

Show Cause Notce No, & Darte: 25-4/ Compl/FIU-IND /2018
Diated January (08, 2019

Section under which order passed: Section 13 .of the Prevention of Money
Lagndering Act, 2002

Date of Order: March 19, 2019
Authority passing the ordern Dhrcensr; Firancial Intelbhgence Ut —
Indis

This Crder has been pasted upder secton 13 of the Prevention of Money Laundenng Act,
2002 (herewtafrer referred 1o as “the PMLA™ or “the Act”™). An sppeal agamnst this Ovder
shall be before the Appellate Tribunal, Prevenoon of Money laundtm'lg Act at New Delh
within o perod of forte five days from the dare on which this Order s receved by
Allahabad Bank: The appeal should be in the form and mianoer prescribed under sub-

section (1) of Sechon 26 of the Act,

I, Allnhabad Bank (the ‘Bank? a Hﬂ_nk.i.ng company as defined under Section 2{1)(c} of
the Prevennon of Mowey Laundering Act, 2002 thereinafter referred to as *Act’) and

g5 sach-isa tepacting entity m wems of Secton 2(1)(wa) of the Act.
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2 Secton 12(1) of the Prevention of Money Laundering Act, 2002 (hereinafrer referred
toas “Aet’) and the Preventipn of Mooey Laundering (Maintenance of Records) Rules,
2005 {hereinafrer alio referred 1w as-the Rules), framed under the Act, impose
abligations on every reporting ennty, including & banking company, mier alia, 10
minintain 3 vecord of all tmnsactons mosuch mannet as to enable it to reconstroct
individual trinsaenons to fuesich o the Director: within such ome as may be
prescobed, miormation relaring ti such transactions, whether sttempred or executed,
the narure and value of which may be prescribed, o venfy the identity of s clienes m
siich mibner and sabjeet o such conditons; as may be. prescribed, to identify the
beneficial owner, if any, of such of its clients, 45 may be presenbed and o manin
record of documents ul.deﬂm,_mg identity of irs clignts and beneficial ownees as well as
‘weeount fles and business correspondence relating 1o 1ts clients. The repores neferred
toin section 127 1) of the Acr, fter-aka, inchude reports oncash transacrions, suspicious
transactions, cross border wire transfiers and counterfeir curency LEASACTIOnE.

3, In terms of secuon [ 204) of the Act the recoeds of docaments evidencmy identity of
its clieats ancd heneficial owners as well as account files and business correspondence
relanng e s chenrs shall be mamraned for a period of five vears after the business
relationship berwedn o client and the FEfHOETILE entity has ended or the aceount has.
been chosed, whichever is lawer. Secoon 124 of the Act confers powers on the Director,
FILLINDY o call for any addimonal information from any réporting entry as he

considers pevessary for the purposes of the Act,

4 Rale 3 of the Bules specifies the transsetions, the records of which ate to be
maintaineds these inelude all cash transictions of thié vilue of more than ten lakh rupees.
ot its equivalent i foveadn cureney, wl) sertes of cush rransactions mtegrally connecred
s emc e wthes swhoeh' bave begn _1.'.1.Ju'..'-J Irclome tupees (en hikhs or it equivalent i
Foreiii cutrivicr whens suchsores of trnsacnons have aken plicewarhin a momth, all
reasisactons 0 ol ing receipts by nom-profin orghmsanons of valee mdc than rupees
ten fakh, o s couivalent m faregn curtency, il eprh mansactions where fomged. or
commtiorfot curreney mores oF luok sotes ave been uded s peoume, all ¢ross border
wite traisfers of the Vitue of mce thian Tive bikh rupees or s equivalent i foreign
currency whete cicher the orgn o desnemtion of funds m L and all saspicicus

FJ";'!:I._'E_:-'-?EL'IE k=

5. Rules 5, 7 and # of the Rules presetibe the procedure, manner and time of maineaining
and furmishing mtormation:about the rransacoons: Rule T{i} of the Rules require that
the Prncipal Ciffcer shall furmish the wfemisnon seferred o in Rule 3(1) of the Rules
to the Director on the basis of infurmition avaikible with the repurting entry. Rule
F3of the Rules requires. that all reporting entities shall evolve an intermal mechanism
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having regand 1o any pubdelines ssued by Regulator for »il_:t:n:l:'qu~ the fransacnons
referred tom Rale 3 and for furmishimg information about such transactons in-such
formn as may be direcred by its Regulatoe.,

6. As per dabi-roles (1) and (2} of Rule 8of the PML Rules, 2005 the Principal Officer of
a reporting entiry shall furnish the information n respect of tansactions referred 1o,
inter alia, Rale 371} of the Rules every month to the Director by the 15 day of the
suceeeding month and m respect of tansacaond referred 1o in Rule: 3(1)(D) not later
than 7 working days on being sansfied char the wansacton is-suspicious; Rule ¥ of the
Rules presenbes the procedure pnd manper of venficanon of records of identity of
clents.

7. Becoom 13 of the Act confers powers on the Direcror, FIL-IND to-enquire mito cases
of fiilure with regard to oblifation of'a reportng entty to comply with the provisions
of Section |12 of the Actand the Rules thereunder and, ver i, 1o devy a fine for each
such failure, Section 5001 of the Agt confers same powers as vested in a Civil Court
pnder the Code of Civl Procedure, 1908 mncluding discovery and inspecnon and
eompelling producton of rédonds

8, In pussuance of theabove, in femmid of secdon 124 of the PMLA, 2002, vide letter
dated June 26, 2018, 4 questionnaire was farwarded o Allshabad Bank advising it to
submat 1ts reply within 21 davs, of the receipt of the said letter, Allshabad Bank
sibpirred s reply - to the suid guestonaaire (ondsted) that was received in FIU-IND
on July 2%, 2014

9, “The data'submitted by the Bank wis cxamined in the bghe of filng mforninon of the
Bank svadable with FIL-IND. The analpsis of the mformation,/data submtted by the
Bank to the aforementioned Questionngiee revealed, inferaliy, as under:

1) At the tmie of account apeming, the name and profile of customer 15 required
tn be macched with sanctipn hsts and l.'t":ESIE?R.I.i_HT 1 used for name screening,
Further; the last UN sanctons: hst ws updated by the Bank in November,
2015 Whereas, as per the mformation available in public domain, UN sanction
lists ase updated on & contmuous basis, UN sanetions list has been updated
several nimes afrer November 2015 Ll:as late as May 29, 20§ and, therefore, the
Barik hasappeared tohave failed to updare the UN sancon bist at s end,

(i) The mnformation submatted by the Bank with tegard s thie nsmber of reports;
pamely, Suspicious Trnsaction Repotts (STR), Cash Transaction Reports
(CER), Tennsacnon Reports mvolving Mon- Profit Organisations (NTR), Cross
Bordes Wire Teansfer Repores (CBWTRY and Counterfeit Currency Repotes
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(CCR) filed by it during each of the fast five financial years showed that there
is @ gap berween the number of reports, espectally, CBWTR, as claimed to have
been filed by the Bank and as per the dam available with FILEIMNDY and ds sech
was an incorrect reporting of figures by the Bank.

) The Bank claiimed to hiive 461 Fﬁ;}_{ﬁ declared aceounts. However, the Bank
chiwmed w bave filed NTRsand CBWTRs in respect of only 18 such accounts.

(v)  The Bank clasned 1o have implemented 45 Red Flag Indicators. (RFls), The
RIls pertaining to démoneiization, trade based money hundering (THML),
Afghan Drug Control and Terror Financing had not been ficrored by the Bank
1t s alert gegeration module {software.

{v) [Durng the relevant penod, the 45 RELs implemented in the Bank's system had
vestlted itito 5064166 alerrs which materialised into-492 STRs during the
relevant perdod; This implicd & conversion percentage of around 0.01% which
s abysmally low,

i) The manner in which alerts were being dealt with by the Bank inplied that it
lacked miechansm for review of the closed alerts (i.c., alerts closed by the
concerned AMI, Officers. As per the reply of the Bank, the Screening
Committes cmlby decides on filing 51Rsin cases of alerrs which havee notdlready
heen closed by the AML Il.'-lfl:'_ii_.:vr._r. Alsn, the El.'lmp.ﬂﬂl.l'.i.f:lﬂ af the sawd Sl:tfpﬂing
Comiriitée 18 not known.

fvii) The Pank sdmusred that 1t had net earned out determination of beneficul
ownership with regasd to the following:

() top 50 accounts opened dunng the previous FY {on: the basis of poral
deposits i previous I"‘i'j i rhe.nilm\': of trasts) socrenesy ADPs ) Secton
K Compumes;

(1) top Shaccounts (exclading accounts of P3Us/ govt owned COIpOrAtons)
apened during the previous FY (oo the basiz of tonal deposits m previous
Y an the name of Companies,

(viiiy The Bank further submitred that determination of beneficial ownership with
regrardl 1o the accounts referred in the aforesaid points had not been carned out
by thi Bank @ all these sccoants were opened peor to implementation of the
beneficial pwner capruring procedure in the CBS systein,

Order No. L /MIRFIU-IND2019 ‘Page 4 0 19



LE8

11

(ix)  The Bank had nor fled any STR i response ) aletts oo, 1 and 2 of 20017 which

related to the shell companies.

The analysis of the miormanon/daga submutted by the Bank: to the aferementioned
Cupstonmaire was nformed o the Bank vide letter daved October 04, 2018,

The Bank was also atforded sn opportany on Cerobier 23; 2018 1o explain s seind
with regard to the ohservitions of FIU-ENDY enimerated in the letter dazed Octobes
(4, 2018 The minues of the records of proceedings, enumerating, fnfer afis, the

submissions of the aurthonsed cepresentatives of the Bank with nzgsn:l to the

ohservations of FILIND were furnished to the Bank vide letter dated Oetaber 29,
2018,

. The authonsed representanves of the Bank had sought 15 days’ ome 1o file their wntten
submissions with redpect © the ssues brought oot i the FIV-IND leter dared

Ohcrober 14, 20158 and also o enumerite steps that the Bank would undertake o
address the 1ssues withina reasonable penod of time.

S Vide emal dardd WNovember 07, 2018, thé Bank had n'mﬁém']r_fd s pointwise
“submissions to the recdrd of proceedings which i reproduced hetemn below:

(1) The Bank has initated the procedure for incorporating the updated UNSCR list
(dated 2897 May, 2018} i the CBS-syssem and the same would be completed within

the given tirveline.

(2} The gapin the number of reports, edpecially CBWTRs, fled by the Bank and the
nismber of reports as per the daea avatlable with FIL-IND, was analysed and it was
found that several CBWTR reports which we filed duning the FY 2014-15, 2015
16 and 2017-14, were-not validated and sejected by the FIU-IND afterwards. In
view of that the Bank has refiledall the rejected and 'invalid CBWTR reposts on
Octaber 30, 2018 The detads of that refiling is appended:-

- Reports.
madé
invalid
i
FIU-
IND

Repaorts
rejected
by

FILl-
IND

Repo Remarks

Tis
uploa
ded
by
the
Bank

Total
reports
to

be
refiled

20114-15

Refiling Starus

747 |0 076

U8

| 7474

All
reports
are
Fequared

9 CBWITR files
contning 7474
reports refiled on
30/10/2018  (Aug
'14 - March'l3)
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| b be | The batch IDs are
refibed attached as

([} 0 Annexure-1.

21516 | 18025 | 17077 348 0 348 June 2015 | The: CBWTR file
file -1 for June 20135 was
(348 rebled £l
Reports) | 30/ 10/2018  wide
are Batch 115 SEN
required | 18103101,
to be

.. rizFiled,

200617 | 39798 | 11561 28257 | O 20237 | 2827 12 CBWTR Files
Teports contidnmg 28237
are TEPOTEs Were
required | refiled on

J o he | 30/10/2018
refiled Thebatch IDwarc
attached as
| Annexure-2
(%) As regards o CBWTR and NTR Glings i 461 FERA declired secounrs, e

examanancd of thiowhale Esae is going on dnd the E.udm;u amd rectification
measiards faken by the Bank, if required, would be commumicated 1o FIL-IND
within the given nmeline.

(4. The Bank bas re-exammed its record and found thar R¥ls pertaining to Afghan

(=)

i

Gheder Né. | MDIR/FIU-INDZ0TY

Dirag Conrol and mstructions ssued on 217 June, 2018, were ‘not received by
it. The Bank hax, however, receved the same from FIUIND office an date
through it represeatatve of Zonal Office New Delhy, and taking necessary steps
Enri..mpltmt:nmi{_:n Although in recens past, the Bank bas:taken necessary steps
for wplemenmnon of RFls pertmnmng to TBML, Deémonetzation and Tersor
Fieancing within its AML application, but the same could nor be implemented due
to software issues. In view ot that, the Bank has alveudy initated steps for acquiring
an ppdated AML appheanon from the marker and it 15 sssured that the RFJs
pertaimnng 1o FEML, Demonetzanon ind Terrdr Financing will be incotporated
i that spplication.

In order to address the issue ofabysmally low rate of conversion of alers inte STR,
the Bank is re-examining the threshold values set against seversl RFIs implernented
i the AML applicanon and 1sking necessary steps 1o revise the values in such 2
way-that oaly meatmngful and credible alerts will be penerited. It 15 assured thar
witly such revision, the alert conversion rate inro STR will definitely improve.

The Bank has already put n place-a mechanism so that the Principal Oficer (PO
“is'able 10 teview the closed alerts on sample basta. However, based on FIU-IND's
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14,

15

16,

ohservanon, formulanon of 1 more meaningful mechanizm for review of closed
aleresis unider process and thesame will be implemented soon:

(7} Proeess of hnking of benefics]l owner denils o the CBS sistem has beérn initiuted
b rhie Bank and the same will be completed within the given time-line.

Vide email dated November 26, 2018, the Bank mformed thar that the updated
L"'N{:':{;H hist his been incorporated in it CBS system on November 16, 20 18

In view of the above, it appears that all November 07, 2018 fwhen the Bank submirted
us poant-wize reply toothe reconds of proceedings), as @ reporting entity, the Bank has
fatled eo comply with the obhganeons ssenumerated under Secnon 12 of the-Act read
with rules 3, 7, & and 9 of the Rules:

In view of the feregomg, vide SCON dated January 8, 2019, the Bank was called upon
tex show cinse as ro why suitable direcnons including divecnion of imposition of penalry

whould not be passed aganse the Bank under Section 13 of the Act read with Secton

12 6of the Act and Rules 3, 7, 8 and 9 of the Rules, 2005 for;

{a) Non-comphance with section 1201 (a) and (b} and 12(3) of the Act read with rule
2013 (g 1) (D)4, 5.and T{3 of the Rules — Alleged failuce of the Bank:

o effectively configure and. mmplement all the, ceguisite, RELs nows AML
software, vie. REls pertuning o wade based money lsundermg (TBML),
demonetizanon, Aghan Drug Conerol and combatong hnancing of tereopsm
{CFT) resulting in i.m]-.-ru;'n-rt.grnga-m:;i_qn of alerts;

v have effecuve internal mechandsm for deteeting all suspraous transactons
as-cnuwinedbed under rule M1 of the Rales;

1o effecnvely éxarmine and dispose of the-alerts penerated by the Bank's system;
1o amplensent @ mcchanism for review of the closed alerts. . .

(B) Non-comphance with Scetion 12{1)(c) of the Act read with mle W1 of the
Batles; and Scenon 12{1)(d) of the Actresd with Rules 2(1){a) (1) and 9435 of the
Rules - Alleged fulore of the Bank to idenufy and venty ultmate beneficid owner
for trust, legal ennbes and simikar other customers; and

(¢} Non-compliance with Secton 12(1)(€) of the Act read with Rule 9(12) and (14){ii)
and (i1} of the Rules - Alleged failure of the Bank to fully implement a Client Due
Dnbgence Programme approved by the Board of the-Bank specifically wirth regard
o scredting names of prospective customess in the litest UNSC sancton list.

AT e Baok was advised to submit s reply to the SCN within 4 petiod of 21 days of the

Wrded No. L /DIRVFIU-IND2019 Pase 7 of 19



receipt of the sand SCN, fubng which it shall be presumed that they have nothing to
say n this matter, The Bank was abso asked wondicare whether it desive to be-personally
heard 1o thas case:

15 Vade s letrer dited January 21, 2009, the Bank has submicted s reply 1o the allegarions
it the SCN dated Jmmaary 08, 2019, The submissions of the Bank i summansed s
uricet:

(a) All the RFI< permining to TBML, Demonetization, Afghan Drug Coneeol and CFT

have been incorporsted in the meermal AML poreal of the Bank so that the branches

arcabie o wenoly and repartany suspicions tansacnons o HO AN & KYC cell
through the peorral.

{b} The Bank = upgrathng the AML software wherein all the sbove referred scennnos
are being incorporated and the same would be inregrated with CBS and would be
implemented before Marchy 31, 209.

{c} As regards the review of closed alests by the PO of the Bank; a revised and
mieaningful procedure of review of closed alerss his been mken up wirh the
software vendor and would be implemented by the end of January 26 b_t‘Ei-

(di Idennfication and verification of ulimate beneficial owner for trusr, legal entities
and similar other customers are going on and the Bank ensares thar the same would
be complered by Slarch 31, 2019

fe) The latgst UNSCR st has been integrated warh the Bank's CBS on Navember 16,
2018 onwards aid the seréeming of prospectve customers has beén implemented,

1%, Thee Bank has alse submirted that considenng the actions takien by it so far sgainst the
alleégred fatbure under vanous provistons of the PMLA, FIL-IND may consder aor
issuing directions including imposition of penalty. | note that the Bank did not seek
any opportunity of personal hearing: in the matter. However, in the interest of
prngiples of parueal jusoce, on March 07, 2019 Allahabsd Bank was granted an
oppartunty of personal bearng betore me through s duly authonzed representative,

2. Accordingly, 3 personal hearing was granted to'the Bank on March 07, 2019 when Sn
SV Nageswars Rao (Prncipal Officer) alosgwith St Sudeb Baneree (Senior
Manager) appeared on behalf of the Bank and made submission on the hines of eagher
written submisston filed i the mater. The sad-authonsed representaves also sought

‘aweek’s nmic vo file short subrmagsion. Vide letter dicced March 08 2019, the Bank filed
s short wrinen: submission submicing, ffer @, 3s under;
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{a) The Bank has already undertken remedial stepsagainst all the alleped failure of
the Bank for nonscomplianee with the provisions of the PMLA 0 true-spint.

(b} The Bank 15 fully alve to the lpses mimplementation of the AML application and
bas made considerable progress in femoving the identified deficiencies,

(¢} Issues pertaining to non-mcomporation of cerun RF1s within the AML applicanon
would be rezolved o Anal srage of accomplishment snd the bve operations are
scheduled:on Apnl 01, 2019

The Bank: has- regquested - thar considening the earnest arrempt o reenfy 'the non-
compimnee ssucs rken by it o lenient view n the matter be taken.

22 Before dealing with the subtnigsions of die Bank, I find n worthwhile o briefly

menton the backeround and object of the Preventon of Maney Laundenng Act, 21012,
the Preveanon of Money Laundering (Mantenance of Records) Rules, H'.H}E. and
establishment of FILU-INLY that can be traced back to the recommendatons of the
Fimancial Acoon Lask Foree (FATF) and ts summansed herembelow:-

(2} The FATEF was formed by the 1989 G7 Summit in Pass 1o combat the growing
problem of moner undermg. The tisk force was charged with - studyimg money
laundening trends, momtonng legislaove, fnancial ind law enforcement activines
taken 4t the natiomal and memational level, reporting on comphance, and issuing
recommendanons and standards o combar money T.aund::n.ng_ :

(b) Ints fisst year, FATT issued a report contning forty recommendations to more
effectively fight money iundenng. These smndards were revised in 2003 to reflect
evolving patterns and techniques in money laundenng, The mandate of the
organisaton was expaded 1o nclude terronst fnancng followmg the Seprember
11 rercor attaéks 2001,

() FATF's pomary policies. sseed are the Forty Recommendanons on morey
Hanidenng from 1990 Afier the 2001 tedronst atacks in the: Unitéd Sites of
Americt (Seprember |1 atracks) ¥ Spedial Recommendations (SR), mainly relating
to Combabgng Fmanting of Terrodsm (CFT) wiere ﬂdd.l‘.‘-ﬂ_. Further, these
recommendations were revised in 22 by subsummng “4(0) + ‘?-‘".Rl:mm.u}mdalinm
ity 4 Tneermatonal Stindard: on-Ann Mopey Bavndesng and Combating:
Financing of lerrofsm and probiferation. These standards set out the panciples
for acton and allow eountries o measure of flexabiity o implementing these
principles  according to thew  particobir  cireumstances and  constitutional
femwonks.
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(d] Recommendarion 29 of the FATF Recommendaton warsants that countries

(e}

)

should establish a financial meellipence unit (FIUY thit $etves a3 4 national centre
for the receipl and amalysis of: () suspicious transacrion reports; and (b} other
information relevant 1o money laundering, associated predicate offences and
hnancing of terrorism, and fal the dissemunanion of the resuls of that analyais, The
FIU. should be able 1 obrun additional informstion from reporting entities, and
sheuld have access on o tmeély bisis o the financial, administeative ind liw
enfordement information that it requires ro undertike i Funcrions propery.

FATE Interpretive Note to Recommendation 29 érates that the FIU is part of, and
plays i ceneral role an, o counery's Ano-Money Laundening [/ Combating the
Fmancing of Termonsm (AML/CFT) operational netwark, and prevides support
ro the work of other comperent authonties.: The mupor funenons: of FIU as
covisaged by the ssid mrcrpretive note cin be categorised a5 receipt, analysis and
dissermmation of relevant informaton: The FIU serves as the central agency for
the receipt of disclnsures filed by reporting entities,

The Pobrical Declavanon adopied by the Spedial Session of the Unired Nations
Gieneral Assembly beld on Bth to 10th Jupe 1998 called upon the Member Stares
1 pelopt money-hundering legislation and programme;

(g} Towards this objecnve and Intermatonal obligation 1 comprehensive legslanon,

wrer gha, prevennng money-londenng and conpected activities, confiscaton of
proceeds. of grime, seting up of spenacs and mechansms for cer-ordinating
measufe for combanng money Jaundenng, etc. the Prevention of Muoney-
Lanendering Bill, 1995 was introduced by, the Govemment of Indi in the Lok
Sabha m Augudr, 1998,

(b} After tonsidering some of the récommendations of the Standing Committee on

(1}

Finunee, the Prevenbon of Sdiertionea 0 e 4 Neomomcted: e
Prevention of Money-Laundering Act; 2002 (15 of 2003) and came it effect on
July 01, 2005,

FILLIND was sct up by the Government of India as the centeal nations] APONEY

responsible for recerving, processing, analysing and disseminating information o

the relevant instiruions; law eafisecement sgencies of the Govetnment. FIU-IND

1 also. vesponsible for coordinating and streppthening efforts of national and

mternational mnselligence, investigation and enforcement agencies in pursuing the
global efforrs agsinst moncy laundenng and related crimes. FIL-IND is a0

independent body reporting directly to the Eeonomee Tnrelligence Council {EIE} .
Headed by the Finamce Minister.
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24,

1 Section 1201(b} of the Act, obligates every reporting entity (viz; o banking
company, financil insunion, mermediary or.a person: cartying on a designated
business: or profession) so nainein o tecord of all ransactions in such & manner 33
to enable it 1o reconstruct individual transactions; to furnish to the Director within
suich ome as ray be preseribed, informanon relating ro such transactions, whether
attempted or executed, the nature and value of which may be prescobied; to venfy
the wlentiey of its clients m such mancer and subject 1o such conditions, as miy be
prescrbed; 1o wenuty the beneficial owier, if any, of such of irs clienrs, a5 may be
prescabed and to maiitain record of documents evidencing identicy of its chients
and benefical owners as well a5 aceount fles and business correspondence relating
tov ity chents

(k) Section 73 of the Act empowers the Cenrfal Government to enact rules, anfer ﬂ.f'.;'u,
with regard w the pamire and value of transactons and the time seithin which the
wnformanon of msactons under section 12{1)(b) of the Avt shall be furnished;
the manner and the conditions in which identty of clients shall be verified by the
reporing entities under secoon 12{1(c) of the Acr; the manner of h:l:n.uﬁmg
befeficial awner, iF any, from the r.li_n;,:nw by the reportng entittes under section
2{130d) of the Acy the penod of meerval n which the ceports are sent by the
reporting entoes or any of ws-employees under secon 13(2)(c) of the Act rhe
peocedure wnd the muaner of maintdining and furnishing information under
section 12{1] o2 reguired under section 15 of the Aer,

{1} Towards chis end, the Central Government it consultation with the Reserve bank
of Indin has nonfed the PML Rules for manienance of records of the nature and
value of mansactions, the procedure and manner o mj.nmug' b e
turmshing of informanon and verficanon of records of the identity of the chients

by the repornng eonoes,

+ Having: enumerated the background of the Act and cthe PML Rules, | will now deal

with the submissons of the Bank wirh regand 1o the:non-compliances ag alleged in the

The first allegation agamst the Bank i the SCN 15 that i had fuled to implement all
RF1s, vie. RV s pertrining o TBML, démenetisation, Afghan Dig Contrel snd CFT.
In this regard the Bank has suhmired that all the RFIs p;ﬁa_injng to. THML,
Demonetizanon, Adghan Drug Control snd CFT have heen mcotporated n the
igernal AMI. porral of the Bank so thar the branches are able to idenafy and report
any suspicions ransicuons o HOCAML & KYC cell through the portal: From the
perusal of mistenal on tecord, [ note that the Authorised Representatives of the Bank
Faghadmined during the procecdings on Oetobier 23, 2018 thar all RFls, more
MH}' RE1s pertiining o THMI, l'l-'!.'_r'-i'll'll'lt'Ti-?_f:IﬁJ.'ll.'l. Afghan Ding Cg.antrr:ﬂ. and CFT
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had not been mmplemented by the Bank. Furthee, vide email dated November 07, 2018
ihe Bank had subimacied dhse

(a1 RFIs pertainityg to Afghan Drug Controband mstrucuons issued on 217 June, 2018,
were ol recewed by i The Bank has, however, receved the same from FIUCIND
office on date through its representanve of Zonal Office New Delhi, and taking
necessary steps for implementation.

() Although in recent past, the Bank has taken necessary steps for implementation of
RFIs permung e ITBML, Bemonetzaton and CFT within iz AMI.
applicaticin, bur fiesame could not be waplemented due to software 1ssues,

(¢) The Bunk has already mnated steps for acquinng an updated AML application
from the mirket and it is ‘assured thot the RFIs peraiung to TBML,
Demonetization and Tefror Finincing will be incorporated in that appleston.

. Feam the perusal of the reply of the Bank it i clear that for the period under review

{rebevant penod), the Bank had failed to implement all RFIs, viz. RFIs pertiining
TBML, Demonetization and CFT. As regards the claim of the Bank that RFls
pertainisg o Afghan Drug Control (issued on March 16, 2018} and those sssued on
Jane 21, 2018 swiere not secenved by iwas factually incorrect: In face, the records available
before me clesly delineare that these RFIs were sent to the Bank alongwith to-some:
other intended recipients Vide ermails: dated March 16, 2018 and. June 21,2018,
respectively, In view of the foregoing | find that the Bank has failed to implement all
the RFLs tssued: by FIL-IND from time o tme. The non-mplementation of RET:
adversely affects the guality and quantiry of alerss generated by the AML system and,
i thie process the quabity and quantity of reports o suspicious transaction filed by a
reporing grtty.

The seiond allegation agsnst the Bank is that it had failed w0 effectvely examine and
dispuise of the ilerts feneraned by the Bank’s dritem, | note that as per the record of
proceedings held on October 23, 218, the Authorised Representatives of the Bank
had submitted that the shormge of staff allocated in handling alerts would be brought
tov the notce of ther Board amd urgent sfeps wonld be taken to secnfy the ﬁi;_nmﬂmi
and the systerm of alert examinaton and analysis would be relocked into. Evenin thete
reply wrder consideration, the Batth-has sot dened o eontroverted this-allegation.
Thus, for the relevant petiod, the Dok had failed-to effecuvely etamine and depose
of the alerts genetaged by the Bank's AML system,

L'he third allegation sgaitst the Bank is that it failed to impletent 2 mechinsm for
seciew of the closed alerts. As per the record of proceedings held on Qletober 23, 2018,
it Aashonsed Representatives of rhe Bank had submutted that s mechanism  for
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review of the closed alerrs had been implemented i the Bank and that review of closed
alerts was bemg done on sample basis as:the number of closed alerts was very high.
The Authoriscd Representarives of the Bank had also admitoed thae the peesent system
of review of ciosed alers leaves much o be desired and have undertaken to put n
place 1 mechanism so that meaningful review of closed alerts i done, Even in their

reply under eonsideraton, the Bank has nor demed or controverted this allegation. In

Fact, the Bank has reiferated thie a revised and meamngfol procedure of review of
closed alerts hay been taken up with thie sofrware vendor and would be impléemented
by the end of January 2019, Durng the personal hearing on March 07, 2019, the
Authonsed Representatives of the Bank submirted that the system of alert penEmnon
i the Bank has been recalibrated so that more meanmgful alerts are generated. As the
miraber of alerts are lessor in number as compared to-carlier, 2 revised procedure of
review of cloded alerts has become possible.

o It may benoied that chidse 233 of the Crutdelineson dctmﬁﬂﬁ'ﬁu-ipiduﬂ's trarsa oS

under Rule 7{3) of the Prevention of Money Laundenng (Maintenance of Records)
Rules, 20415 for Banks 1ssued by FILLIND on October 24, 2007, dnter alta, require thar;

() While the aciviies of andlsing slert and prepsing the dociiments for masagiog
the alett can be delepated mummmmw
and decision makinge rests wath the PO, The records venfied by and papers related
tey this decision need o be rectrded and reétmed for andirs.

() Whese the 'O s of the opimon: that a 150
closiire and reporting should be tiken 1:-. the PD mhummjxﬂﬂmﬁ_tl‘:;&m

chosette the s g are clearly

 In thié insmnt case, us per the subrmission of the Bank o cliuse 26 of the Review.

Cestionnaire, read with Annexure-2ro the siiid Questionnaire, the Bank follows the-
ﬁmwpt af “Maker-Checker™ While managers, assistant managers and officers (11 in
pumber) process AML alents as "Maker™, Senior Managers & Managers (7 in number)
are-invohed w processng of AML alers as checker, Further, the case 15 escilated to
“Checker” for closure: Further, whese alerts are sought 1o be-closed by a “Maker”, a
valid reason 15 to be given and the same is also escalated 1o/ "Checker™. Thus, as per
the Bank's subrission, the decision of “Checker” is Anal with regard t6 Aling of STRS
or closure of alerts, as the case may be, Ad per the submission of the Autherised
Representapves of the Bank durng the proceedings an October 23, 2018, the review
af closed alerts wiz undertakien by its PO galy on sample basis. Tr s thas clear thar
fir the relevant period, the Bank had fatled o implement’a mechanism o effectvely
examiine and dispose of thie alers generated by the Bink's AML systemn, and for review
of the closed alerts s envisaged under the Guidelines 14ued rule 7(3) of the PML
Rules: '
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The next allegation agamst the Bank is that it had faled o have effectve wiemal
mechanism for detecrng all suspicions transactions as enumerated under rule 3(1)(1Y)
of the Rules. Tt is sn adoutted fagr that during the teview penod the Bank had Eiled 1
implement some of the RE ssued by FILIND. Frotn the foregomg para it 15 also
isserved thut the Bank faled 1o have a mecharig e Fectively esamine and dispose of
the aleres generared by the Bank’s AML system, and for review of the closed alerts.

It 15 trite to stae that an effective inteeaal mechanigm for detection of 1 suspicious
transaction, dner alia, requires that RF1s 1ssukd by FIU-IND dnd the Regulator from
e te Hine are fctored 1oto the AMI, system of the Bank and that Guidehines issued
by FIL- TN or the Regidaor, as the case may be, are-complied with by the Bank. In
the instant case, 2% discussed in the fordpolng pafis; thie Bank has been found to be-
non-compiimt on buath the counts:

2. As regards the implemeniation of all the RFIs dind having mernal mechansm for

effective examination and disposal of the aleres penerated by the Baak’s AML system,
and for teview of the closed alerts, vide its various submissions, has also stared that all
the RFls pertaming o THML; Demonetzanon, Alghan Dirug Comerol and CFT have
beest incorporated w the wntern al: AML. poreal of the Bank so that the branches are able
¢ jdenafy and repon Any SUSpicIous (rARSECHoNE 10 HER AML & H.'YC cell through
the portal and thar the Hank 12 upgrading the AML sofrware wherein all the sbove
referred scenarios are beng incorporated and the same would be inregrated with CBy

and would he implemented before March 31, 2019 The Bank has also submicted that

a revised and meanimgfal procedure of review of closed alerts was taken up with the
sofrware vendor and would be implemented by the Bank by the end ﬁf.}a.n!.n_a_.r;r 2019
Fusther, during the personal heanag, the Authonsed: Representatives of the Bank
stated thar that the system of alert geoeranon has heen recalifitated so that more
meaningful alerts are generated, s the mumber of -alerts afe lesser i pumbier a8
compared o earlier, 3 revised dnd meanngful procedure of review of closed aleets has
become possmile.

Considering the foregomg, | find that that the Bank had falled to have effectve internal
mechanisin for detechng all suspionus ransactons as mandated under rule (1)) of
the Rules dunng the relevant prexiod. )

The next allegation sgainst the Baok is that it had fuled 1o identify and venfy ultmate
heneficial ownet for trust, legal enoties and similar aither customers. In this regarcd, the,
Bank has sebnutted that Identification and verification of ultimate heneficial owner for
erust; legal ennties and. similar other customets, e going on and the same would be
completed by March 31, 2019 Considenng the foregoing, during the relevint period,
the Bank had faled ro idenify aad venly ulomate beneficial owner for trust, legal
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enities and simular other castomers,

The Ia=sr allegition aguinst the Bank is that it had failed 1o fully implenment a Client Dae
Diligence (C11) Programme approved by s Board specifically with tegand o
Sereeniny mames. of prospecive customers in the irest UNSC sanction tist. Tn this
tegatd, the Bank his sabmitted thar the latest L"‘-Q‘-"-.F B List has. been mitegrated with its
CBS from Nowember 16, 2008 onwards and the screening of prospective customits
has been implemented. 1, therefore; find that dunng thie releviint period, the Bank had
fasled o fully implewent 2 CDD Programme approved by its Board specifically with
regard to scrcening fames of prospective customers in the latest LINSC sancton list,

Huving exarmined 1he reply of the norice, 1 now praceed fo deal with the mandate of
the PMLA and the PML Rule, Chaprér IV of the Aer, 2002 obligates every reporting
ennty, mc[udll‘l;_ o bank, o MR Cettim records/ documents i the . manner
specified and furnish those tecords-to the Director, FIU-IND, Vide the PML Rules;
2K, the manner of mamamning and farmishing records Bave been specified. Section
Fhof the Acrconfers on the Disector, FIU-IND powers make inquiry into cses of
fathure by a reporting entiny th compdy With the provisions of Section 12 of the Acrand
thie Riles thercunder. I view of the ﬁlj:l.gnmg.dﬁﬂmﬂlﬁﬂﬁ I find that the failure of the
Battk to comply with the st nblipations as bud down in the FML..-*. 2002 read
with thee Rul 8 Warmants impositon of fine, m terms of secticn THZ(d) of the PMLA,

2002, a5 was appheable on the dite of the aforesaid violsdon. For the purposes of easy
reference, the sid provision s reproduced hercundér:

V3] s Dhsevetar, dnthe cistess of iny Bucgieiry, finidy that o repariing entily or it desipated
diecctor e the Wacired s oy of ds comioyers b farled to camply wash the oirigationg smder fhis
Clhapier, thew, without frsidive p sy other ation that may e Sk snder diy offer progsion
af this <let, he may—

{3}, Rissve w marnAg e ARG

Fh) el sandh vepittiing eaiity ov iti n".eu{lim'n'fd dinstor pn fhe Hﬂc.r.l'::"-rrmg}- of #15 eppioyees, o
oMy Wt P BRit i o .

() oot soncls vupartiong endity or o decpmated dirtor onr the Budnd: o any gf i dopligees, fo
s ebars i sl inderval G vy preiciied au the weesacares it i Iu.-&.r-u'g.w‘

) oyt el divgpaise W mmonetiry penalty o danh neporting ety ar s desigmated direifar on

e Baiaesd atit] 1 esflyees, udiicl clelf sl fae deir than fert Fhassand rapees Eﬂrm o T
to gt fakdh regoes for gl fosigre.

At this stage; | fisd it prudent o summiarize shice: again the violations by the Bank, [
find thache Bark has failed 1o comply with sever] obligations unl:l:: the Act and the.
Rules, as ndicaed in the Show Cause Nooce dated Jannary 08, 2019 and as further
ehucidated below:
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(a} Non-complisnce with seetion 12/1) (a} and (b) and 12(3) of the Act read with rule
261) (i, 31 (D), 4, 5 and 7(3) of the Rules — Failure of the Bank:

o effecuvely configure and wmplement all the, requimte REFls in s AML
sofwary, vie REls perfaming to wade based miopey lwundenng (TBML),
demonetization, Mghan Deug Control and combatting financing of terrorism
(CFT) resultng m mmproper genetation of alerts;

- to effecuvely examine and dispose of the aleris generated by the Bank's svstems;
1o inplement a mechamse tor review of the closed alerts.
1o have éffecine mueernal mechanem for detecting:all suspicious transactions
as enuimeezted under rule 31 of the Bules;

(b} Nop-compliance withl Secuin 12{1){e} of the Act read with rule 901} {n{i) of the
Rules, and Sectien 1201 )(d) of the Act read with Rules 9{1)(a)(u) 2nd 93] of the
Rules - Fatlure of the Bank o identify and venfy ultmare beneficial owner for trust,

legal enntes and sumibic orher custamers; and

{€) Noiveamplianes with Secuon 12(1){e) of the Act read with Rule 9(12) and (1 4'}|:1|]
and (i3} of the Rulés - Faiure of the Bank to fully implement & Chierr Due Diligence
Programme approved by the Board of the Bank specifically with r:g:.tﬂ 1o
screening namcs of prospective customess in the latest LINSC spncton st

36, Before procceding as: toowhat guanmm of fine be imposed on the Bank, it would be
worthwhile 1o state thar Allshabad Bank 15 one of the oldest public sector banks and
a5 sach it missi st g5 o wechbeirer of the AML compliince in the counrey. Given the:
Fact that the Bank 4 ar the forefront of banking opefanons i Indi, the Bak-does not
have any dearth of resources or capacity for s.ﬁrumrg.r complances in respect of AML.
| also note that the Bank bas claimed to have tiken Several remedial measures to
inpeave ivs AML svstems: As clumed by the Bank some of the measures taken by it
sinice its roview by FIU BND have already been implemented wiule others are to be
implémiented By March 2019 Vussher, the Bank s upprading the AML softwate
wherein all the above refemed scenarios are being mcorporated and the same would be
inregrated with (CBS and i sehedhulid 1o be nperanonal from April 01, 2014,

39, However, considerng that the non-compliances, as enumerited dbove, were
continuing fill pomted out dunng the review by FTU-TND despite statutory obligations
and keeping 1w mand that the penalty for the said fulures and non-compliances has to
b effective, praponionate and disaasive, 1, exercie of the powers conferred upon
me under section 15(Z)(d) of the Prevention of Money Laundermy Aoy, 2002, hereby
impese monetary penalty on the Bunk in the manner s defailed below in the ble:
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| 8L No. _ Failure Penaly Amount (Rs.)
5% Mon-complance  with séentn | Lumpsum | 00,000 -

12{1) (a) and (b) and 12(3) of the:
Act read with rule 2(1) (g, M1}
{13y, 4, 5 and 705 of the Rules -
Fatlure: of rhe Bank 1o have

‘Effertive internal mechanism  for

detéctng all SUSPICIOUS
transactons a5 enumerated undes
rule 313(12) of the Roles,

Nuu-nm:npi'mnéc with  Section Lumpsun 1,00, 060/ -

=¥

12{1)c} of the Act read wirh mle
9(1){a){1) of the Rules; and Secnon
Y2(11d) of the et reid with Rules
9¢1)fu) iy and 93} of the Rules -
Failuee of the Bank to wennfy and
vorife uldmate benefiaal coumer
For crust, lepr] entines and similie
other cusrumr.'r.-.-.

3. Non-complisnee  with. Secton | Lumpsum 1, 00,000/ -
1201} () OF the At reud with Riske |
9% and (14)() and (@) of the
Rues - Faibureof the Bank to fully
- implement @ Chient Due Dibgence:
Programme approved by the
Board: of the Bank specifically
with vegand (o sereening names of

prosfiecnve customers i the latest:
ST sancton lst

Towl | 300000/ |

40 1 déemr worthwhile to clanfy hete thar the masximuom: penalty of rupees Lﬂﬂlﬁim,a’-
has been impased (n the Bank for not hiving effectove mternal systemoin place for
-disposal of alerts, review of the elosed alerts and for Failure to implement all the RFls

i the AML Sestem gs these constiute the sl touchstone of an effective infernal
pechamisin for detecrion of suspicious transactions and having an effective mteral
systemy in plage is-the essence of an effective AML policy. It is worthwhile to iterate
that 51Hs 15 the ponciple and mist effectuve miechanism to prevent, detect and fght

the scouspe of money laundenng The purpose of STR is to get useful Anancal
fRrmanon conoerning motey ]siund-:_rj:qg fromm the REs, 1o analyse such informatmon,
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and, as appropoaie, 1o dissenunaung the valuable informanon 1o other intellipence /law
endorcement agencies and repulstony suthorbes for necessany-sction, i any, on thew
page Similarly, 2 lump um penalty of rupees 1,00,000/- has been imposed for failure
of the Bank 1o idennfy and venfy ulimate heneficial owner for trust, legal entties and

sumilar other customers: As regurds the falare of the Bank to fully implement 2 Client

Due Diligence Programme approved by the Board of the Bank speaifically with repard
to scfeemng namics of prospective customers in the Jatest UNSC sancton list & lump
sum pepalty of rupees LO0L000/ - has been j.nipmm.{. I, once agun, efdeavour to biing
v the attention of the Bank that putting in place and complying with an ¢ffective AML

system is requisite (o mamtan confidence in reporting entities and the overall financial

system of the couneey, [Fan effecove AML system 5 not put m place or followed by a
reporting enitity, there iseviery possibiliey that chances of detecnon of same’ of the
frauds, crime, money jaundenng or even financing of rerronsm will go abepping
Thetefore, as an ideal corporite eittren and reporting entity, the Bank is expected 1o
always adhere to the norms preseribed by the Actand the Rules and Guidelines issued
thereunder.

After rpking incor consulerstion all the fucts and circumstances of the case, |, in exercise
of the powers conferred tpon me soder section 132)(d} of the Prevention of Money
Laundering Act, 2002 prpoge i tofal fine of Rs: 3,00,000/- {Rs. Three Lakh onlyj on
Allahabad Fank which will e commensurite with the violations commirted by the
Bank. The Bank shall pay the siid amount of fine within 21 days of receipt of this
{_}_rd-..-; by way of Themmand Dreaft in Evout of in o of “Pay &= Awownt Officer,
Bepartment of Rerenae faling which provisions of secoon 69 of the Act shall apply.

1 note that vide it letter dated Janvary 21, 2019 the Bank had, étfer aba, undertaken

that:

() the epgiadition of the AMI. softwire whertin RFIS pestaining to TBML,
Deémaonetization, Aghan Deug Coneeol and CFT wiuld be incorporated, and the
same would L illlqg:'l'qlln,'d with CBS before March 31, 2019;

b & revised and medningful procedure of review of closed alerts would be
implemented by the Bank by the end of January-201%; and

{e) idenufication snd venficaton of vltimare heneficinl owner for trast, legal entities
and similar other costimers woubd be completed by March 31, 2019,

Purther, vide its-written subtmission dated March 08, 2019; the Bank had stated tha:
{@) The Bank hat already undertaken rémedial steps aguinst all the alleged Eilare of
the Bank for non-comphance with the peovisions of the PMLA in rrue spint.

Opdér No. L/DIRFIL-IND20TS Page 18619



by The Bank 1o fully alwen the lapsesin implementason of the AML apphcation and
hiis migdé considerabile progess in removing the sdennfied deficiencies,

{€) Issues pertaining to non-neorporation of ceettin RETs within the AML appheaton
would be resolved In final stage of accomplishment and the live operations ace
sehiedubed on Apal 01, 2005

44, Consideniy the shdertakang gwven by the Bank and by virmee of power conferred
upon me under section 13(2) () of the Act, | hereby direct the Bark o unplement
the aforesaid measures within the dmelne specified by the Bank vide s lerter dared
January 21, 2014 and subinit the stuus report of iﬁﬁl@:_mﬁfl‘f‘uﬂﬂn 1o FIU-IND within
30 days {thory edhuys) of thes Order or implementanon, whichever i earher. Talso firdd
it expedient to advise the Bask to be observant i furore reparding complinnce with
the provigions of the Prevention of Money Eaundening Act, 2002 and the Rules made

theteunder.
Director
Financial Intelligence Unit's [ndia/
Thl'_"-"l.lgh-_

Sn 5.V LN, Nageswara Rab,

General Manager & Prineipal Ofhcer,
Allahahad Bank, Head O¥fice,

2 Netap Subhas Boad,

Koslkiata — TOKH
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